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In tro duction to the ALPHA

V ersions

In the b e ginning, the �le was without form, and void; and

emptiness was up on the fac e of the bits. A nd the Fingers of

the A uthor move d up on the fac e of the keyb o ar d. A nd the A uthor

said, L et ther e b e wor ds, and ther e wer e wor ds.

This is an ALPHA v ersion of the Lin ux System Administrators' Guide. That means

that I don't ev en pretend it con tains an ything useful, or that an ything con tained

within it is factually correct. In fact, if y ou b eliev e an ything that I sa y in this v ersion,

and y ou are h urt b ecause of it, I will cruelly laugh at y our face if y ou complain.

W ell, almost. I w on't laugh, but I also will not consider m yself resp onsible for

an ything.

The purp ose of an ALPHA v ersion is to get the stu� out so that other p eople can

lo ok at it and commen t on it. The latter part is the imp ortan t one: Unless the author

gets feedbac k, the ALPHA v ersion isn't doing an ything go o d. Therefore, if y ou read

this `b o ok', please, ple ase , please let me hear y our opinion ab out it. I don't care

whether y ou think it is go o d or bad, I w an t y ou to tell me ab out it.

If at all p ossible, y ou should mail y our commen ts directly to me, otherwise there

is a largish c hance I will miss them. If y ou w an t to discuss things in public (on one

of the comp.os.lin ux newsgroups or the mailing list), that is ok b y me, but please

send a cop y via mail directly to me as w ell.

I do not m uc h care ab out the format in whic h y ou send y our commen ts, but it is

essen tial that y ou clearly indicate what part of m y text y ou are commen ting on.

I can b e con tacted at the follo wing e-mail addresses:

lars.wirz eni us@ hel si nki .fi

1
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wirzeniu@ cc. hel sin ki .fi

wirzeniu@ cs. hel sin ki .fi

wirzeniu@ kru una .he ls ink i.f i

wirzeniu@ hyd ra. hel si nki .fi

(they're all actually the same accoun t, but I giv e all these, just in case there is some

w eird problem).

This text con tains a lot of notes that I ha v e inserted as notes to m yself. They are

iden ti�ed with \ MET A: ". They indicate things that need to b e w ork ed on, that are

missing, that are wrong, or something lik e that. They are mostly for m y o wn b ene�t

and for y our am usemen t, they are not things that I am hoping someone else will write

for me.

If y ou think that this v ersion of the man ual is missing a lot, y ou are righ t. I am

including only those c hapters that are at least half �nished. New c hapters will b e

released as they are written.
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The LDP Rh yme

1

A w ondrous thing,

and b eautiful,

'tis to write,

a b o ok.

I'd lik e to sing,

of the sw eat,

the blo o d and tear,

whic h it also to ok.

It started bac k in,

nineteen-ni net y-t w o,

when users whined,

"w e can nothing do!"

They w an ted to kno w,

what their problem w as,

and ho w to �x it

(b y y esterda y).

W e put the answ ers in,

a Lin ux f-a-q,

hop ed to get a w a y ,

from an y more writin'.

"That's to o long,

it's hard to searc h,

and w e don't read it,

an y-whic h-w a y!"

Then a few of us,

joined toghether

(virtually , y ou kno w),

to start the LDP .

1

The author wishes to remain anon ymous. It w as

p osted to the LDP mailing list b y Matt W elsh.

W e started to write,

or plan, at least,

sev eral b o oks,

one for ev ery need.

The start w as fun,

a lot of talk,

an outline,

then a slew.

Then silence came,

the w ork b egan,

some wrote less,

others more.

A blank screen,

oh its horrible,

it sits there,

laughs in the face.

W e still a w ait,

the �nal da y ,

when ev erything ,

will b e done.

Un til then,

all w e ha v e,

is a draft,

for y ou to commen t on.
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Chapter 1

In tro duction

I pride myself on the fact that my work has

no so cial ly r e de eming value.

(John Waters)

This man ual, the Lin ux System Administrators' Guide, describ es the system admin-

istration asp ects of using Lin ux. It is in tended for p eople who kno w next to nothing

ab out system administration (as in \what is it?"), but who ha v e already mastered at

least the basics of normal usage, whic h means roughly the material co v ered b y the

Lin ux Users' Guide. This man ual also do esn't tell y ou ho w to install Lin ux; that is

describ ed in the Installation and Getting Started do cumen t. There is some o v erlap

b et w een all the Lin ux Do cumen tation Pro ject man uals, but they all lo ok at things

from sligh tly di�eren t angles. See b elo w for more information ab out Lin ux man uals.

What, then, is system administration? It is all the things that one has to do to

k eep a computer system in a useable shap e. Things lik e bac king up �les (and restoring

them if necessary), installing new programs, creating accoun ts for users (and deleting

them when no longer needed), making certain that the �lesystem is not corrupted,

and so on. If a computer w ere, sa y , a house, system administration w ould b e called

main tenance, and w ould include cleaning, �xing brok en windo ws, and other suc h

things. System administration is not called main tenance, b ecause that w ould b e to o

simple.

1

The structure of this man ual is suc h that man y of the c hapters should b e usable

indep enden tly , so that if y ou need information ab out, sa y , bac kups, y ou can read just

1

There are some p eople who do call it that, but that's just b ecause they ha v e nev er read this man ual, p o or things.

5



6 Chapter 1. Intr oduction

that c hapter.

2

This hop efully mak es the b o ok easier to use as a reference man ual, and

mak es it p ossible to read just a small part when needed, instead of ha ving to read

ev erything. Ho w ev er, this man ual is �rst and foremost a tutorial, and a reference

man ual only as a luc ky coincidence.

This man ual is not in tended to b e used completely b y itself. Plen t y of the rest of the

Lin ux do cumen tation is also imp ortan t for system administrators. After all, a system

administrator is just a user with sp ecial privileges and duties. A v ery imp ortan t

resource is the man pages, whic h should alw a ys b e consulted when a command is not

familiar.

While this man ual is targeted at Lin ux, a general principle has b een that it should

b e useful with other UNIX based op erating systems as w ell. Unfortunately , since

there is so m uc h v ariance b et w een di�eren t v ersions of UNIX in general, and in system

administration in particular, there is little hop e to co v er all v arian ts. Ev en co v ering

all p ossibilities for Lin ux is di�cult, due to the nature of its dev elopmen t. There

is no one o�cial Lin ux distribution, so di�eren t p eople ha v e di�eren t setups, man y

p eople ha v e a setup they ha v e built up themselv es. When p ossible, I ha v e tried to

p oin t out di�erences, and explain sev eral alternativ es. In order to cater to the hac k ers

and DIY t yp es that form the driving force b ehind Lin ux dev elopmen t, I ha v e tried to

describ e ho w things w ork, rather than just listing \�v e easy steps" for eac h task. This

means that there is m uc h information here that is not necessary for ev ery one, but

those parts are mark ed as suc h and can b e skipp ed if y ou use a precon�gured system.

Reading ev erything will, naturally , increase y our understanding of the system and

should mak e using and administering it more pleasan t.

Lik e all other Lin ux related dev elopmen t, the w ork w as done on a v olun teer basis: I

did it b ecause I though t it migh t b e fun and b ecause I felt it should b e done. Ho w ev er,

lik e all v olun teer w ork, there is a limit to ho w m uc h e�ort I ha v e b een able to sp end,

and also on ho w m uc h kno wledge and exp erience I ha v e. This means that the man ual

is not necessarily as go o d as it w ould b e if a wizard had b een paid handsomely to

write it and had sp en t a few y ears to p erfect it. I think, of course, that it is prett y

nice, but b e w arned.

One particular p oin t where I ha v e cut corners is that I ha v e not co v ered v ery

thoroughly man y things that are already w ell do cumen ted in other freely a v ailable

man uals. This applies esp ecially to program sp eci�c do cumen tation, suc h as all the

details of using mkfs(8) . I only describ e the purp ose of the program, and as m uc h

2

If y ou happ en to b e reading a v ersion that has a c hapter on bac kups, that is.
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of its usage as is necessary for the purp oses of this man ual. F or further informa-

tion, I refer the gen tle reader to these other man uals. Usually , all of the referred to

do cumen tation is part of the full Lin ux do cumen tation set.

While I ha v e tried to mak e this man ual as go o d as p ossible, I w ould really lik e

to hear from y ou if y ou ha v e an y ideas on ho w to mak e it b etter. Bad language,

factual errors, ideas for new areas to co v er, rewritten sections, information ab out ho w

v arious UNIX v ersions do things, I am in terested in all of it. Y ou can con tact me via

electronic mail with the In ternet domain address lars.wirze niu s@ hel sin ki .fi , or

b y traditional pap er mail using the address

Lars Wirzenius / Lin ux do cs

Hernesaaren tie 15 A 2

00150 Helsinki

Finland

Man y p eople ha v e help ed me with this b o ok, directly or indirectly . I w ould lik e

to esp ecially thank Matt W elsh for inspiration and LDP leadership, Andy Oram

for igniting an almost dead spark again with m uc h-v alued feedbac k, Olaf Kirc h for

sho wing me that it can b e done, and Adam Ric h ter at Yggdrasil and others for

sho wing me that other p eople can �nd it in teresting as w ell.

H. P eter An vin, R � em y Card, Theo dore Ts'o, and Stephen Tw eedie ha v e let me

b orro w their w ork (and th us mak e the b o ok lo ok thic k er and m uc h more impressiv e).

I am most grateful for this, and v ery ap ologetic for the earlier v ersions that sometimes

lac k ed prop er attribution. Stephen Tw eedie also let me b orro w his comparison of the

xia and ext2 �lesystems, but that has since b een dropp ed, since xia is no longer v ery

p opular.

In addition, I w ould lik e to thank Mark Komarinski for sending his material in

1993 and the man y system administration columns in Lin ux Journal. They are quite

informativ e.

Thanks to Erik T roan at Red Hat, for promising to mak e a plain text v ersion of

this b o ok a v ailable.

3

A minor accusation go es to Lin us T orv alds for writing the damn system to write

ab out in the �rst place. That applies for the rest of /usr/src/l inu x/C RE DIT S as

w ell. Be ashamed, b e v er ashamed.

Man y useful commen ts ha v e b een sen t b y a large n um b er of p eople. My miniature

blac k hole of an arc hiv e do esn't let me �nd all their names, but some of them are in

3

Erik, y ou can color y ourself pressurized.



8 Chapter 1. Intr oduction

alphab etical order: P aul Caprioli, Ales Cep ek, Marie-F rance Declerfa yt, Olaf Flebb e,

Helm ut Gey er, Larry Green�eld and his father, Stephen Harris, Jyrki Ha via, Jim

Ha ynes, Y ork Lam, Timoth y Andrew Lister, Jim Lync h, Dan P oirier, Daniel Quinlan,

Philipp e Steindl. My ap ologies to an y one I ha v e forgotten.

1.1 The Lin ux Do cumen tation Pro ject

The Lin ux Do cumen tation Pro ject, or LDP , is a lo ose team of writers, pro ofreaders,

and editors who are w orking together to pro vide complete do cumen tation for the

Lin ux op erating system. The o v erall co ordinator of the pro ject is Matt W elsh, who

is aided b y Lars Wirzenius and Mic hael K. Johnson.

This man ual is one in a set of sev eral b eing distributed b y the LDP , including a

Lin ux Users' Guide, System Administrators' Guide, Net w ork Administrators' Guide,

and Kernel Hac k ers' Guide. These man uals are all a v ailable in L

A

T

E

X source format,

.dvi format, and p ostscript output b y anon ymous FTP from sunsite.unc .e du , in

the directory /pub/Linux /do cs/ LDP , and from tsx-11.mit. ed u , in the directory

/pub/linux /do cs /gu ide s .

W e encourage an y one with a p enc han t for writing or editing to join us in impro ving

Lin ux do cumen tation. If y ou ha v e In ternet e-mail access, y ou can con tact Matt W elsh

at mdw@sunsi te. un c.e du .



Chapter 2

Ov erview of a Lin ux System

A quote is ne e de d.

This c hapter giv es an o v eriv ew of a Lin ux system. First, the ma jor services pro vided

b y the op erating system are describ ed. Then, the programs that implem en t these

services are describ ed with a considerable lac k of detail. The purp ose of this c hapter

is to giv e an understanding of the system as a whole, so eac h part is describ ed in

detail elsewhere.

2.1 V arious parts of an op erating system

A UNIX op erating system consists of a k ernel and some system programs . There

also some application programs for doing w ork. The k ernel is the heart of the

op erating system

1

. It k eeps trac k of �les on the disk, starts programs and m ultiple xes

the pro cessor and other hardw are b et w een them to pro vide m ultitasking, assigns

memory and other resources to v arious pro cesses, receiv es pac k ets from and sends

pac k ets to the net w ork, and so on. The k ernel do es v ery little b y itself, but it pro vides

to ols with whic h all services can b e built. It also prev en ts an y one from accessing the

hardw are directly , forcing ev ery one to use the to ols it pro vides. This w a y the k ernel

can con trol who gets to do what and can pro vide some protection for users from eac h

other. The to ols pro vided b y the k ernel are used via system calls ; see man ual page

section 2 for more information on these.

The system programs use the to ols pro vided b y the k ernel to implem e n t the v ar-

1

In fact, it is often mistak enly considered to b e the op erating system itself, but it is not. An op erating system

pro vides man y more services than a plain k ernel.

9



10 Chapter 2. O ver view of a Linux System

ious services required from an op erating system. System programs, and all other

programs, run `on top of the k ernel', in what is called the user mo de. The di�erence

b et w een system and application programs is one of in ten t: applications are in tended

for getting useful things done (or for pla ying, if it happ ens to b e a game), whereas

system programs are needed to get the system w orking. A w ord pro cessor is an

application; telnet is a system program. The di�erence is often somewhat blurry ,

ho w ev er, and is imp ortan t only to compulsiv e categorizers.

An op erating system can also con tain compilers and their corresp onding libraries

(GCC and the C library in particular under Lin ux), although not all programming

languages need b e part of the op erating system. Do cumen tation, and sometimes ev en

games, can also b e part of it. T raditionally , the o eprating system has b een de�ned

b y the con ten ts of the installation tap e or disks; with Lin ux it is not as clear since

the stupid thing is spread all o v er the FTP sites of the w orld.

2.2 Imp ortan t parts of the k ernel

The Lin ux k ernel consists of sev eral imp ortan t parts: pro cess managemen t, memory

managemen t, hardw are device driv ers, �lesystem driv ers, net w ork managemen t, and

v arious other bits and pieces. Figure 2.1 sho ws some of them.

Probably the most imp ortan t parts of the k ernel (nothing else w orks without them)

are the memory managemen t and the pro cess managemen t. Memory managemen t

tak es care of assigning memory areas and sw ap space areas to pro cesses, parts of

the k ernel, and for the bu�er cac he. Pro cess managemen t creates pro cesses, and

implem en ts the m ultitasking b y switc hing the activ e pro cess on the pro cessor.

A t the lo w est lev el, the k ernel con tains a hardw are device driv er for eac h kind

of hardw are it supp orts. Since the w orld is full of di�eren t kinds of hardw are, the

n um b er of hardw are device driv ers is large. There are often man y otherwise similar

pieces of hardw are that di�er in ho w they are con trolled b y soft w are. The similarities

mak e it p ossible to ha v e general classes of driv ers that supp ort similar op erations;

eac h mem b er of the class has the same in terface to the rest of the k ernel but di�ers

in what it needs to do to impleme n t them. F or example, all hard disk driv ers lo ok

alik e to the rest of the k ernel, i.e., they all ha v e op erations lik e `initialize the driv e',

`read sector N', and `write sector N'.

Some soft w are services pro vided b y the k ernel itself ha v e similar prop erties. F or

example, the v arious net w ork proto cols ha v e b een abstracted in to one programming

in terface, the BSD so c k et library . Another example are the v arious �lesystems Lin ux
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services (sockets)

TCP/IP protocol

drivers
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driver

Hardware

Kernel

Normal programs

Kernel

User level programs

Figure 2.1: Some of the more imp ortan t parts of the Lin ux k ernel.

supp orts: the k ernel con tains a virtual �lesystem (VFS) that con tains all the op-

erations for a �lesystem, and a �lesystem driv er for eac h supp orted �lesystem. When

some en tit y tries to use a �lesystem, the request go es via the VFS, whic h routes the

request to the prop er �lesystem driv er.

2.3 Ma jor services in a UNIX system

This section describ es some of the more imp ortan t UNIX services, but without m uc h

detail. They are describ ed more thorougly in later c hapters.
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2.3.1 init

The single most imp ortan t service in a UNIX system is pro vided b y init . init is

started as the �rst pro cess of ev ery UNIX system, as the last thing the k ernel do es

when it b o ots. When init starts, it con tin ues the b o ot pro cess b y doing v arious

startup c hores (c hec king and moun ting �lesystems, starting daemons, etc).

The exact list of things that init do es dep ends on whic h 
a v or it is; there are

sev eral to c ho ose from. init usually pro vides the concept of single user mo de , in

whic h no one can log in and root uses a shell at the console; the usual mo de is called

m ultiuser mo de . Some 
a v ors generalize this as run lev els ; single and m ultiuser

mo des are considered to b e t w o run lev els, and there can b e additional ones as w ell,

for example, to run X on the console.

When the system is running, the t w o most imp ortan t tasks of init is to mak e sure

getty s are w orking (to mak e sure logins w ork), that v arious daemons are running, and

to adopt orphan pro cesses (pro cesses whose paren t has died; in UNIX al l pro cesses

must b e in a single tree, so orphans m ust b e adopted).

When the system is sh ut do wn, it is init that is in c harge of killing all other

pro cesses, unmoun ting all �lesystems and stopping the pro cessor, along with an ything

else that it feels lik e doing.

2.3.2 Logins from terminals

Logins from terminals (via serial lines) and the console (when not running X) are

pro vided b y the getty program. init starts a separate instance of getty for eac h

terminal for whic h logins are to b e allo w ed. getty reads the username and runs the

login program, whic h reads the passw ord. If the username and passw ord matc h,

login runs the shell. When the shell terminates, i.e., the user logs out, or when

login terminated b ecause the username and passw ord didn't matc h, init notices

this and starts a new instance of getty . The k ernel has no notion of logins, this is

all handled b y the system programs.

2.3.3 Syslog

The k ernel and man y system programs pro duce error, w arning, and other messages.

It is often imp ortan t that these messages can b e view ed later, ev en m uc h later, so they

should b e written to a �le. The program doing this is syslog . It can b e con�gured

to sort the messages to di�eren t �les according to writer or degree of imp ortance.
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F or example, k ernel messages are often directed to a separate �le from the others,

since k ernel messages are often more imp ortan t and need to b e read regularly to sp ot

problems.

2.3.4 P erio dic command execution: cron and at

Both users and the system administrator often need to run sp eci�c commands p eri-

o dically . F or example, the system administrator migh t w an t to run a command to

clean the directories with temp orary �les ( /tmp and /var/tmp ) from old �les, to k eep

the disks from �lling up, since not all programs clean up after themselv es correctly .

The cron service is set up to do this. Eac h user has a crontab , where he lists the

commands he w an ts to execute and the times they should b e executed. The crond

daemon tak es care of starting the commands when sp eci�ed.

The at service is similar to cron , but it is once only: the command is executed at

the giv en time, but it is not rep eated.

2.3.5 Graphical user in terface

UNIX and Lin ux don't incorp orate the user in terface in to the k ernel; instead, they

let it b e implem en te d b y user lev el programs. This applies for b oth text mo de and

graphical en vironmen ts.

This arrangemen t mak es the system more 
exible, but has the disadv an tage that it

is simple to implem en t a di�eren t user in terface for eac h program, making the system

harder to learn.

The graphical en vironmen t primarily used with Lin ux is called the X Windo w

System (X for short). X also do es not implem en t a user in terface; it only implem en ts

a windo w system, i.e., to ols with whic h a graphical user in terface can b e implem en te d.

The three most p opular user in terface st yles implem en ted o v er X are A thena, Motif,

and Op en Lo ok.

2.3.6 Net w orking

Net w orking is the act of connecting t w o or more computers so that the can comm u-

nicate with eac h other. The actual metho ds of connecting and comm unicating are

sligh tly complicated, but the end result is v ery attractiv e.



14 Chapter 2. O ver view of a Linux System

UNIX op erating systems ha v e man y net w orking features. Most basic services|

�lesystems, prin ting, bac kups, etc|can b e done o v er the net w ork. This can mak e

system administration easier, since it allo ws cen tralized administration, while still

reaping in the b ene�ts of micro computing and distributed computing, suc h as lo w er

costs and b etter fault tolerance.

Ho w ev er, this b o ok merely glances at net w orking; see the Lin ux Net w ork Admin-

istrators' Guide for more information, including a basic descriptions of ho w net w orks

op erate.

2.3.7 Net w ork logins

Net w ork logins w ork a little di�eren tly than normal logins. There is a separate ph ys-

ical serial line for eac h terminal via whic h it is p ossible to log in. F or eac h p erson

logging in via the net w ork, there is a separate virtual net w ork connection, and there

can b e an y n um b er of these

2

. It is therefore not p ossible to run a separate getty for

eac h p ossible virtual connection. There are also sev eral di�eren t w a ys to log in via

net w ork, telnet and rlogin b eing the ma jor ones in TCP/IP net w orks.

Net w ork logins ha v e, instead of a herd of getty s, a single daemon (p er w a y of

logging in; telnet and rlogin ha v e separate daemons) that listens for all incoming

login attempts. When it notices one, it starts a new instance of itself to handle that

single attempt; the original instance con tin ues to listen for other attempts. The new

instance w orks similarly to getty .

2.3.8 Net w ork �le systems

One of the more useful things that can b e done with net w orking services is sharing

�les via a net w ork �le system . The one usually used is called the Net w ork File

System, or NFS, dev elop ed b y Sun.

With a net w ork �le system an y �le op erations done b y a program on one mac hine

are sen t o v er the net w ork to another computer. This fo ols the program to think

that all the �les on the other computer are actually on the computer the program is

running on. This mak es information sharing extremely simple, since it requires no

mo di�cations to programs.

2

W ell, at least there can b e man y . Net w ork bandwidth still b eing a scarce resource, there is still some practical

upp er limit to the n um b er of concurren t logins via one net w ork connection.
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2.3.9 Mail

Electronic mail is usually the most imp ortan t metho d for comm uni cating via com-

puter. An electronic letter is stored in a �le using a sp ecial format, and sp ecial mail

programs are used to send and read the letters.

Eac h user has an incoming mailb o x (a �le in the sp ecial format), where all new

mail is stored. When someone sends a mail, the mail program lo cates the receiv er's

mailb o x and app ends the letter to the mailb o x �le. If the receiv er's mailb o x is in

an another mac hine, the letter is sen t to the other mac hine, whic h deliv ers it to the

mailb o x as it b est sees �t.

The mail system consists of man y programs. The deliv ery of mail to lo cal or remote

mailb o xes is done b y one program (e.g., sendmail or smail ), while the programs

users use are man y and v aried (e.g., Pine or elm ). The mailb o xes are usually stored

in /var/spool /ma il .

2.3.10 Prin ting

Only one p erson can use a prin ter at one time, but it is uneconomical not to share

prin ters b et w een users. The prin ter is therefore managed b y soft w are that implem en ts

a prin t queue : all prin t jobs are put in to a queue and whenev er the prin ter is done

with one job, the next one is sen t to it automatically . This reliev es the users from

organizing the prin t queue and �gh ting o v er con trol of the prin ter.

3

The prin t queue soft w are also sp o ols the prin touts on disk, i.e., the text is k ept

in a �le while the job is in the queue. This allo ws an application program to spit out

the prin t jobs quic kly to the prin t queue soft w are; the application do es not ha v e to

w ait un til the job is actually prin ted to con tin ue. This is really con v enien t, since it

allo ws one to prin t out one v ersion, and not ha v e to w ait for it to b e prin ted b efore

one can mak e a completely revised new v ersion.

2.4 The �lesystem la y out

The �lesystem is divided in to man y parts; usually along the lines of a ro ot �lesystem

with /bin , /lib , /etc , /dev , and a few others; a /usr �lesystem with programs and

unc hanging data; a /var �lesystem with c hanging data (suc h as log �les); and a /home

3

Instead, they form a new queue at the prin ter, w aiting for their prin touts, since no-one ev er seems to b e able to

get the queue soft w are to kno w exactly when an y one's prin tout is really �nished. This is a great b o ot for in tra-o�ce

so cial relations.
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�lesystem for ev ery one's p ersonal �les. Dep ending on the hardw are con�guration and

the decisions of the system administrator, the division can b e di�eren t; it can ev en

b e all in one �lesystem.

Chapter 5 describ es the �lesystem la y out in some detail; the Lin ux Filesystem

Standard co v ers it in somewhat more detail.



Chapter 3

Bo ots And Sh utdo wns

This chapter ne e ds a quote. Suggestions, anyone?

This section explains what go es on when a Lin ux system is turned on and o�, and

ho w it should b e done prop erly .

3.1 An o v erview of b o ots and sh utdo wns

The act of turning on a computer system and making its op erating system to b e

loaded

1

is called b o oting . The name comes from an image of the computer pulling

itself up from its b o otstraps, but the act itself sligh tly more realistic.

During b o otstrapping the computer �rst loads a small piece of co de called the

b o otstrap loader , whic h in turn loads and starts the op erating system. The b o ot-

strap loader is usually stored in a �xed lo cation on a hard disk or a 
opp y . The reason

for this t w o step pro cess is that the op erating system is big and complicated, but the

�rst piece of co de that the computer loads m ust b e v ery small (a few h undred b ytes),

to a v oid making the hardw are unnecessarily complicated.

Di�eren t computers do the b o otstrapping di�eren tly . F or PC's, the computer

(w ell, it's BIOS) reads in the �rst sector (called the b o ot sector) of a 
opp y or hard

disk. The b o otstrap loader is con tained withing this sector. It loads the op erating

system from elsewhere on the disk (or from some other place).

After Lin ux has b een loaded, it initializes the hardw are and device driv ers, and

1

On early computers, it w asn't enough to merely turn on the computer, y ou had to man ually load the op erating

system as w ell. These new-fangled thing-a-ma -gig s do it all b y themselv es.

17
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then runs init(8) . init starts other pro cesses to allo w users to log in, and do things.

The details of this part will b e discussed b elo w.

In order to sh ut do wn a Lin ux system, �rst all pro cesses are told to terminate (this

mak es them close an y �les and do other necessary things to k eep things tidy), then

�lesystems and sw ap areas are unmoun ted, and �nally a message is prin ted to the

console that the p o w er can b e turned o�. If the prop er pro cedure is not follo w ed,

terrible things can and will happ en; most imp ortan tly , the �lesystem bu�er cac he

migh t not b e 
ushed, whic h means that all data in it is lost and the �lesystem on

disk is inconsisten t, and therefore p ossibly un usable.

3.2 The b o ot pro cess in closer lo ok

Y ou can b o ot Lin ux either from a 
opp y or from the hard disk. The installation

section in the Getting Started guide tells y ou ho w to install Lin ux so y ou can b o ot it

the w a y y ou w an t to.

When the computer is b o oted, the BIOS will do v arious tests to c hec k that ev-

erything lo oks all-righ t,

2

and will then start the actual b o oting. It will c ho ose a disk

driv e (t ypically the �rst 
opp y driv e, if there is a 
opp y inserted, otherwise the �rst

hard disk, if one is installed in the computer; the order migh t b e con�gurable, ho w-

ev er) and will then read its v ery �rst sector. This is called the b o ot sector ; for a

hard disk, it is also called the master b o ot record , since a hard disk can con tain

sev eral partitions, eac h with their o wn b o ot sectors.

The b o ot sector con tains a small program (small enough to �t in to one sector)

whose resp onsibilit y is to read the actual op erating system from the disk and start

it. When b o oting Lin ux from a 
opp y disk, the b o ot sector con tains co de that just

reads the �rst few h undred blo c ks (dep ending on the actual k ernel size, of course) to

a predetermined place in memory . On a Lin ux b o ot 
opp y , there is no �lesystem, the

k ernel is just stored in consecutiv e sectors, since this simpli�es the b o ot pro cess. It

is p ossible, ho w ev er, to b o ot from a 
opp y with a �lesystem, b y using LILO.

When b o oting from the hard disk, the co de in the master b o ot record will examine

the partition table (also in the master b o ot record), iden tify the activ e partition (the

partition that is mark ed to b e b o otable), read the b o ot sector from that partition, and

then start the co de in that b o ot sector. The co de in the partition's b o ot sector do es

what a 
opp y disk's b o ot sector do es: it will read in the k ernel from the partition

and start it. The details v ary , ho w ev er, since it is generally not useful to ha v e a

2

These is called the p o w er on self test , or POST for short.
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separate partition for just the k ernel image, so the co de in the partition's b o ot sector

can't just read the disk in sequen tial order, it has to �nd the sectors whereev er the

�lesystem has put them. There are sev eral w a ys around this problem, but the most

common w a y is to use LILO. (The details ab out ho w to do this are irrelev an t for this

discussion, ho w ev er; see the LILO do cumen tation for more information, it is most

thorough.)

When b o oting with LILO, it will normally go righ t ahead and read in and b o ot the

default k ernel. It is also p ossible to con�gure LILO to b e able to b o ot one of sev eral

k ernels, or ev en other op erating systems than Lin ux, and it is p ossible for the user to

c ho ose whic h k ernel or op erating system is to b e b o oted at b o ot time. LILO can b e

con�gured so that if one holds do wn the alt , shift , or ctrl k ey at b o ot time (i.e.

when LILO is loaded), LILO will ask what is to b e b o oted and not b o ot the default

righ t a w a y . Alternativ ely , LILO can b e con�gured so that it will alw a ys ask, with an

optional timeout that will cause the default k ernel to b e b o oted.

The are other b o ot loaders than LILO. Ho w ev er, since LILO has b een written

esp ecially for Lin ux, it has some features that are useful and that only it pro vides,

for example the abilit y to pass argumen ts to the k ernel at b o ot time, or o v erriding

some con�guration options built in to the k ernel. Hence, it is usually the b est c hoice.

Among the alternativ es are b o otlin and b o otactv.

3

Bo oting from 
opp y and from hard disk ha v e b oth their adv an tages, but generally

b o oting from the hard disk is nicer, since it a v oids the hassle of pla ying around with


oppies. It is also faster. Ho w ev er, it can b e more troublesome to install the system

so it can b o ot from the hard disk, so man y p eople will �rst b o ot from 
opp y , then,

when the system is otherwise installed and w orking w ell, will install LILO and start

b o oting from the hard disk.

After the Lin ux k ernel has b een read in to the memory , b y whatev er means, and is

started for real, roughly the follo wing things happ en:

� The Lin ux k ernel is installed compressed, so it will �rst uncompress itself. The

b eginning of the compressed k ernel con tains a small uncompressed program that

do es this.

� If y ou ha v e a sup er-V GA card that Lin ux recognizes and that has some sp ecial

text mo des (suc h as 100 columns b y 40 ro ws), Lin ux asks y ou whic h mo de y ou

w an t to use. During the k ernel compilation, it is p ossible to preset a video mo de,

so that this is nev er ask ed. This can also b e done with LILO or rdev(8) .

3

I don't kno w m uc h ab out an y of the alternativ es. If and when I learn, I will add more descriptions.
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� After this the k ernel c hec ks what other hardw are there is (hard disks, 
oppies,

net w ork adapters : : : ), and con�gures some of its device driv ers appropriately;

while it do es this, it outputs messages ab out its �ndings. F or example, when I

b o ot, I it lo oks lik e this:

LILO boot:

Loading linux.

Console: colour EGA+ 80x25, 8 virtual consoles

Serial driver version 3.94 with no serial options enabled

tty00 at 0x03f8 (irq = 4) is a 16450

tty01 at 0x02f8 (irq = 3) is a 16450

lp_init: lp1 exists (0), using polling driver

Memory: 7332k/8192 k available (300k kernel code, 384k reserved, 176k data)

Floppy drive(s): fd0 is 1.44M, fd1 is 1.2M

Loopback device init

Warning WD8013 board not found at i/o = 280.

Math coprocesso r using irq13 error reportin g.

Partition check:

hda: hda1 hda2 hda3

VFS: Mounted root (ext filesystem ).

Linux version 0.99.pl9- 1 (root@haven ) 05/01/93 14:12:20

The exact texts are di�eren t on di�eren t systems, dep ending on the hardw are,

the v ersion of Lin ux b eing used, and ho w it has b een con�gured.

� Then the k ernel will try to moun t the ro ot �lesystem. The place is con�gurable

at compilation time, or an y time with rdev or LILO. The �lesystem t yp e is

detected automatically . If the moun ting of the ro ot �lesystem fails, for example

b ecause y ou didn't remem b er to include the corresp onding �lesystem driv er in

the k ernel, the k ernel panics and halts the system (there isn't m uc h it can do,

an yw a y).

The ro ot �lesystem is usually moun ted read-only (this can b e set in the same

w a y as the place). This mak es it p ossible to c hec k the �lesystem while it is

moun ted; it is not a go o d idea to c hec k a �lesystem that is moun ted read-write.

� After this, the k ernel starts the program init(8) (lo cated in /sbin/init ) in

the bac kground (this will alw a ys b ecome pro cess n um b er 1). init do es v arious

startup c hores. The exact things it do es dep ends on the v ersion b eing used; see

c hapter ?? for more information.

� init then starts a getty(8) for virtual consoles and serial lines. getty is the

program whic h lets p eople log in via virtual consoles and serial terminals. init

ma y also start some other programs, dep ending on ho w it is con�gured.

� After this, the b o ot is complete, and the system is up and running normally .
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3.3 More ab out sh utdo wns

MET A: t w o di�eren t implem etnations of sh utdo wn? one that uses reb o ot/halt as

in ternal binaries that shouldn't b e run b y hand?

It is imp ortan t to follo w the correct pro cedures when y ou sh ut do wn a Lin ux

system. If y ou fail do so, y our �lesystems probably will b ecome trashed and the �les

probably will b ecome scram bled. This is b ecause Lin ux has a disk cac he that w on't

write things to disk at once, but only at in terv als. This greatly impro v es p erformance

but also means that if y ou just turn o� the p o w er at a whim the cac he ma y hold a lot

of data and that what is on the disk ma y not b e a fully w orking �lesystem (b ecause

only some things ha v e b een written to the disk).

Another reason against just 
ipping the p o w er switc h is that in a m ulti-tasking

system there can b e lots of things going on in the bac kground, and sh utting the p o w er

can b e quite disastrous. This is esp ecially true for mac hines that sev eral p eople use

at the same time.

The commands for prop erly sh utting do wn a Lin ux system are shutdown( 8) and

halt(8) (b oth are lo cated in /sbin ). There are t w o usual w a ys of using them.

If y ou are running a system where y ou are the only user, the usual w a y of using

sh utdo wn is to quit all running programs, log out on all virtual consoles, log in as root

on one of them (or sta y logged in as root if y ou already are, but y ou should c hange

to the ro ot directory , to a v oid problems with unmoun ting), then giv e the command

halt or shutdown -h now (substitute now with a plus sign and a n um b er in min utes

if y ou w an t a dela y , though y ou usually don't on a single user system) or halt .

Alternativ ely , if y our system has man y users, use the command shutdown -h +time

message , where time is the time in min utes un til the system is halted, and message

is a short explanation of wh y the system is sh utting do wn.

root # shutdown -h +10 'We will install a new disk. System should

> be back on-line in three hours.'

This will w arn ev eryb o dy that the system will sh ut do wn in ten min utes, and that

they'd b etter get lost or lo ose data. The w arning is prin ted to ev ery terminal on

whic h someone is logged in, including all xterm s.

Broadcast message from root (ttyp0) Wed Aug 2 01:03:25 1995...

We will install a new disk. System should
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be back on-line in three hours.

The system is going DOWN for system halt in 10 minutes !!

The w arning is automatically rep eated a few times b efore the b o ot, with shorter and

shorter in terv als as the time runs out. Y ou can't use a dela y with halt ; it is seldom

appropriate to use halt on a m ultiuser system.

MET A: /etc/inittab can giv e commands to execute when halting/reb o oting

When the real sh utting do wn starts after an y dela ys, all �lesystems (except the ro ot

one) are unmoun ted, user pro cesses (if an yb o dy is still logged in) are killed, daemons

are sh ut do wn, all �lesystem are unmoun ted, and generally ev erything settles do wn.

When that is done, shutdown prin ts out a message that y ou can p o w er do wn the

mac hine. Then, and only then , should y ou mo v e y our �ngers to w ards the p o w er

switc h.

Sometimes, although rarely on an y go o d system, it is imp ossible to sh ut do wn

prop erly . F or instance, if the k ernel panics and crashes and burns and generally

misb eha v es, it migh t b e completely imp ossible to giv e an y new commands, hence

sh utting do wn prop erly is somewhat di�cult, and just ab out ev erything y ou can do

is hop e that nothing has b een to o sev erely damaged and turn o� the p o w er. If the

troubles are a bit less sev ere (sa y , someb o dy merely hit y our k eyb oard with an axe),

and the k ernel and the update program still run normally , it is probably a go o d idea

to w ait a couple of min utes to giv e update(8) a c hance to 
ush the bu�er cac he, and

only cut the p o w er after that.

Some p eople lik e to sh ut do wn using the command sync(8)

4

three times, w aiting

for the disk I/O to stop, then turn o� the p o w er. If there are no running programs, this

is ab out equiv alen t to using shutdown . Ho w ev er, it do es not unmoun t an y �lesystems

and this can lead to problems with the ext2fs \clean �lesystem" 
ag. The triple-sync

metho d is not r e c ommende d .

(In case y ou're w ondering: the reason for thr e e syncs is that in the early da ys of

UNIX, when the commands w ere t yp ed separately , that usually ga v e su�cien t time

for most disk I/O to b e �nished.)

3.4 Reb o oting

Reb o oting means b o oting the system again. This can b e accomplished b y �rst sh ut-

ting it do wn completely , turning p o w er o�, and then turning it bac k on. A simpler

4

sync 
ushes the bu�er cac he.
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w a y is to ask shutdown to reb o ot the system, instead of merely halting it. This is

accomplished b y using the -r option to sh utdo wn, for example, b y giving the com-

mand shutdown -r now . Y ou can also use the reboot command (whic h, lik e halt ,

do esn't w ait un til it p erp etrates its foul deed).

3.5 Single user mo de

The shutdown command can also b e used to bring the system do wn to single user

mo de, in whic h no one can log in, but root can use the console. This is useful for

system administration tasks that can't b e done while the system is running normally .

Single user mo de is discussed more thoroughly in c hapter ?? .

3.6 Emergency b o ot 
oppies

It is not alw a ys p ossible to b o ot a computer from the hard disk. F or example, if y ou

mak e a mistak e in con�guring LILO, y ou migh t mak e y our system un b o otable. F or

these situations, y ou need an alternativ e w a y of b o oting that will alw a ys w ork (as

long as the hardw are w orks). F or t ypical PC's, this means b o oting from the 
opp y

driv e.

Most Lin ux distributions allo w one to create an emergency b o ot 
opp y during

installation. It is a go o d idea to do this. Ho w ev er, man y suc h b o ot disks con tain

only the k ernel, and assume y ou will b e using the programs on the distributions'

installation disks to �x whatev er problem y ou ha v e. Sometimes those programs aren't

enough; for example, y ou migh t ha v e to restore some �les from bac kups made with

soft w are not on the installation disks.

Th us, it migh t b e necessary to create a custom ro ot 
opp y as w ell. The Bo otdisk

HO WTO b y Graham Chapman con tains instructions for doing this. Y ou m ust, of

course, remem b er to k eep y our emergency b o ot and ro ot 
oppies up to date.

Y ou can't use the 
opp y driv e y ou use to moun t the ro ot 
opp y for an ything else.

This can b e incon v enien t if y ou only ha v e one 
opp y . Ho w ev er, if y ou ha v e enough

memory , y ou can con�gure y our b o ot 
opp y to load the ro ot disk to a ramdisk (the

b o ot 
opp y's k ernel needs to b e sp ecially con�gured for this). This frees the 
opp y

driv e after the ro ot 
opp y has b een loaded to a ramdisk.
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Chapter 4

Using Disks and Other Storage

Media

On a cle ar disk you c an se ek for ever.

When y ou install or upgrade y our system, y ou need to do a fair amoun t of w ork on

y our disks. Y ou ha v e to mak e �lesystems on y our disks so that �les can b e stored on

them and reserv e space for the di�eren t parts of y our system.

This c hapter explains all these initial activities. Usually , once y ou get y our system

set up, y ou w on't ha v e to go through the w ork again, except for using 
oppies. Y ou'll

need to come bac k to this c hapter if y ou add a new disk or w an t to �ne-tune y our

disk usage.

The basic tasks in administering disks are:

� F ormat y our disk. This do es v arious things to prepare it for use, suc h as c hec king

for bad sectors. (F ormatting is no w ada ys not necessary for most hard disks.)

� P artition a hard disk, if y ou w an t to use it for sev eral activities that aren't

supp osed to in terfere with one another. One reason for partitioning is to store

di�eren t op erating systems on the same disk. Another reason is to k eep user

�les separate from system �les, whic h simpli�es bac k-ups and helps protect the

system �les from corruption.

� Mak e a �lesystem (of a suitable t yp e) on eac h disk or partition. The disk means

nothing to Lin ux un til y ou mak e a �lesystem; then �les can b e created and

accessed on it.

25
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� Moun t di�eren t �lesystems to form a single tree structure, either automatically ,

or man ually as needed. (Man ually moun ted �lesystems usually need to b e un-

moun ted man ually as w ell.)

Chapter 6 con tains information ab out virtual memory and disk cac hing, of whic h

y ou also need to b e a w are of when using disks.

This c hapter explains what y ou need to kno w for hard disks and 
oppies. Unfortu-

nately , b ecause I lac k the equipmen t, I cannot tell y ou m uc h ab out using other t yp es

of media, suc h as tap es or CD-R OM's.

4.1 Tw o kinds of devices

UNIX, and therefore Lin ux, recognizes t w o di�eren t kinds of devices: random-access

blo c k devices (suc h as disks), and c haracter devices (suc h as tap es and serial lines),

some of whic h ma y b e serial, and some random-access. Eac h supp orted device is

represen ted in the �lesystem as a device �le . When y ou read or write a device �le,

the data comes from or go es to the device it represen ts. This w a y no sp ecial programs

(and no sp ecial application programming metho dology , suc h as catc hing in terrupts

or p olling a serial p ort) are necessary to access devices; for example, to send a �le to

the prin ter, one could just sa y

ttyp5 root ~ $ cat �lename > /dev/lp1

ttyp5 root ~ $

and the con ten ts of the �le are prin ted (the �le m ust, of course, b e in a form that the

prin ter understands). Ho w ev er, since it is not a go o d idea to ha v e sev eral p eople cat

their �les to the prin ter at the same time, one usually uses a sp ecial program to send

the �les to b e prin ted (usually lpr(1) ). This program mak es sure that only one �le

is b eing prin ted at a time, and will automatically send �les to the prin ter as so on as

it �nishes with the previous �le. Something similar is needed for most devices. In

fact, one seldom needs to w orry ab out device �les at all.

Since devices sho w up as �les in the �lesystem (in the /dev directory), it is easy

to see just what device �les exist, using ls(1) or another suitable command. In the

output of ls -l , the �rst column con tains the t yp e of the �le and its p ermissions.

F or example, insp ecting a serial device giv es on m y system

ttyp5 root ~ $ ls -l /dev/cua0

crw-rw-rw - 1 root uucp 5, 64 Nov 30 1993 /dev/cua 0
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ttyp5 root ~ $

The �rst c haracter in the �rst column, i.e., ` c ' in crw-rw-rw- ab o v e, tells an informed

user the t yp e of the �le, in this case a c haracter device. F or ordinary �les, the �rst

c haracter is ` - ', for directories it is ` d ', and for blo c k devices ` b '; see the ls(1) man

page for further information.

Note that usually all device �les exist ev en though the device itself migh t b e not

b e installed. So just b ecause y ou ha v e a �le /dev/sda , it do esn't mean that y ou

really do ha v e an SCSI hard disk. Ha ving all the device �les mak es the installation

programs simpler, and mak es it easier to add new hardw are (there is no need to �nd

out the correct parameters for and create the device �les for the new device).

4.2 Hard disks

This subsection in tro duces terminology related to hard disks. If y ou already kno w

the terms and concepts, y ou can skip this subsection.

See �gure 4.1 for a sc hematic picture of the imp ortan t parts in a hard disk. A hard

disk consists of one or more circular platters ,

1

of whic h either or b oth surfaces are

coated with a magnetic substance used for recording the data. F or eac h surface, there

is a read-write head that examines or alters the recorded data. The platters rotate

on a common axis; a t ypical rotation sp eed is 3600 rotations p er min ute, although

high-p erformance hard disks ha v e higher sp eeds. The heads mo v e along the radius

of the platters; this mo v em en t com bined with the rotation of the platters allo ws the

head to access all parts of the surfaces.

The pro cessor (CPU) and the actual disk comm unicate through a disk con troller .

This reliev es the rest of the computer from kno wing ho w to use the driv e, since the

con trollers for di�eren t t yp es of disks can b e made to use the same in terface to w ards

the rest of the computer. Therefore, the computer can sa y just \hey disk, gimme

what I w an t", instead of a long and complex series of electric signals to mo v e the

head to the prop er lo cation and w aiting for the correct p osition to come under the

head and doing all the other unpleasan t stu� necessary . (In realit y , the in terface to

the con troller is still complex, but m uc h less so than it w ould otherwise b e.) The

con troller can also do some other stu�, suc h as cac hing, or automatic bad sector

replacemen t.

The ab o v e is usually what one needs to understand ab out the hardw are. There

1

The platters are made of a hard substance, e.g., aluminium, whic h giv es the hard disk its name.
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is also a bunc h of other stu�, suc h as the motor that rotates the platters and mo v es

the heads, and the electronics that con trol the op eration of the mec hanical parts, but

that is mostly not relev an t for understanding the w orking principle of a hard disk.

The surfaces are usually divided in to concen tric rings, called trac ks , and these in

turn are divided in to sectors . This division is used to sp ecify lo cations on the hard

disk and to allo cate disk space to �les. T o �nd a giv en place on the hard disk, one

migh t sa y \surface 3, trac k 5, sector 7". Usually the n um b er of sectors is the same

for all trac ks, but some hard disks put more sectors in outer trac ks (all sectors are

of the same ph ysical size, so more of them �t in the longer outer trac ks). T ypically ,

a sector will hold 512 b ytes of data. The disk itself can't handle smaller amoun ts of

data than one sector.

From above

From the side

Rotation

Track

Sector

Read/write head

Cylinder

Platter

Surfaces

Figure 4.1: A sc hematic picture of a hard disk.

Eac h surface is divided in to trac ks (and sectors) in the same w a y . This means that

when the head for one surface is on a trac k, the heads for the other surfaces are also

on the corresp onding trac ks. All the corresp onding trac ks tak en together are called

a cylinder . It tak es time to mo v e the heads from one trac k (cylinder) to another,

so b y placing the data that is often accessed together (sa y , a �le) so that it is within

one cylinder, it is not necessary to mo v e the heads to read all of it. This impro v es
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p erformance. It is not alw a ys p ossible to place �les lik e this; �les that are stored in

sev eral places on the disk are called fragmen ted .

The n um b er of surfaces (or heads, whic h is the same thing), cylinders, and sectors

v ary a lot; the sp eci�cation of the n um b er of eac h is called the geometry of a hard

disk. The geometry is usually stored in a sp ecial, battery-p o w ered memory lo cation

called the CMOS RAM , from where the op erating system can fetc h it during b o otup

or driv er initialization.

Unfortunately , the BIOS

2

has a design limitation, whic h mak es it imp ossible to

sp ecify a trac k n um b er that is larger than 1024 in the CMOS RAM, whic h is to o

little for a large hard disk. T o o v ercome this, the hard disk con troller lies ab out the

geometry , and translates the addresses giv en b y the computer in to something that

�ts realit y . F or example, a hard disk migh t ha v e 8 heads, 2048 trac ks, and 35 sectors

p er trac k

3

. Its con troller could lie to the computer and claim that it has 16 heads, 1024

trac ks, and 35 sectors p er trac k, th us not exceeding the limit on trac ks, and translates

the address that the computer giv es it b y halving the head n um b er, and doubling the

trac k n um b er. The math can b e more complicated in realit y , b ecause the n um b ers

are not as nice as here (but again, the details are not relev an t for understanding

the principle). This translation distorts the op erating system's view of ho w the disk

is organized, th us making it impractical to use the all-data-on-one-cylinder tric k to

b o ost p erformance.

The translation is only a problem for IDE disks. SCSI disks use a sequen tial sector

n um b er (i.e., the con troller translates a sequen tial sector n um b er to head/cylinder/sector),

and a completely di�eren t metho d for the CPU to talk with the con troller, so they

are insulated from the problem. Note, ho w ev er, that the computer migh t not kno w

the real geometry of an SCSI disk either.

Since Lin ux often will not kno w the real geometry of a disk, its �lesystems don't

ev en try to k eep �les within a single cylinder. Instead, it tries to assign sequen tially

n um b ered sectors to �les, whic h almost alw a ys giv es similar p erformance. The issue

is further complicated b y on-con troller cac hes, and automatic prefetc hes done b y the

con troller.

Eac h hard disk is represen ted b y a separate device �le. There can (usually) b e only

t w o IDE hard disks. These are kno wn as /dev/hda and /dev/hdb , resp ectiv ely . SCSI

hard disks are kno wn as /dev/sda , /dev/sdb , and so on. Similar naming con v en tions

exist for other hard disk t yp es Note that the device �les for the hard disks giv e access

2

The BIOS is some built-in soft w are stored on R OM c hips. It tak es care, among other things, of the initial stages

of b o oting.

3

The n um b ers are completely imaginary .
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to the en tire disk, with no regard to partitions (whic h will b e discussed b elo w), and

it's easy to mess up the partitions or the data in them if y ou aren't careful. The disks'

device �les are usually used only to get access to the master b o ot record (whic h will

also b e discussed b elo w).

4.3 Floppies

A 
opp y disk consists of a 
exible mem brane co v ered on one or b oth sides with similar

magnetic substance as a hard disk. The 
opp y disk itself do esn't ha v e a read-write

head, that is included in the driv e. A 
opp y corresp onds to one platter in a hard

disk, but is remo v able and one driv e can b e used to access di�eren t 
oppies, whereas

the hard disk is one indivisible unit.

Lik e a hard disk, a 
opp y is divided in to trac ks and sectors (and the t w o corre-

sp onding trac ks on either side of a 
opp y form a cylinder), but there are man y few er

of them than on a hard disk.

A 
opp y driv e can usually use sev eral di�eren t t yp es of disks; for example, a 3

1

2

inc h driv e can use b oth 720 kB and 1.44 MB disks. Since the driv e has to op erate a bit

di�eren tly and the op erating system m ust kno w ho w big the disk is, there are man y

device �les for 
opp y driv es, one p er com bination of driv e and disk t yp e. Therefore,

/dev/fd0H1 440 is the �rst 
opp y driv e ( fd0 ), whic h m ust b e a 3

1

2

inc h driv e, using

a 3

1

2

inc h, high densit y disk ( H ) of size 1440 kB ( 1440 ), i.e., a normal 3

1

2

inc h HD


opp y . F or more information on the naming con v en tions for the 
opp y devices.

The names for 
opp y driv es are complex, ho w ev er, and Lin ux therefore has a

sp ecial 
opp y device t yp e that automatically detects the t yp e of the disk in the driv e.

It w orks b y trying to read the �rst sector of a newly inserted 
opp y using di�eren t


opp y t yp es un til it �nds the correct one. This naturally requires that the 
opp y is

formatted �rst. The automatic devices are called /dev/fd0 , /dev/fd1 , and so on.

The parameters the automatic device uses to access a disk can also b e set using

the program setfdprm(8) . This can b e useful if y ou need to use disks that do not

follo w an y usual 
opp y sizes, e.g., if they ha v e an un usual n um b er of sectors, or if the

auto detecting for some reason fails and the prop er device �le is missing.

Lin ux can handle man y nonstandard 
opp y disk formats in addition to all the

standard ones. Some of these require using sp ecial formatting programs. W e'll skip

these disk t yp es for no w.
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4.4 F ormatting

F ormatting is the pro cess of writing marks on the magnetic media that are used

to mark trac ks and sectors. Before a disk is formatted, its magnetic surface is a

complete mess of magnetic signals. When it is formatted, some order is brough t in to

the c haos b y essen tially dra wing lines where the trac ks go, and where they are divided

in to sectors. The actual details are not quite exactly lik e this, but that is irrelev an t.

What is imp ortan t, is that a disk cannot b e used unless it has b een formatted.

The terminology is a bit confusing here: in MS-DOS, the w ord formatting is used to

co v er also the pro cess of creating a �lesystem (whic h will b e discussed b elo w). There,

the t w o pro cesses are often com bined, esp ecially for 
oppies. When the distinction

needs to b e made, the real formatting is called lo w-lev el formatting , while making

the �lesystem is called high-lev el formatting . In UNIX circles, the t w o are called

formatting and making a �lesystem, so that's what is used in this b o ok as w ell.

F or IDE and some SCSI disks the formatting is actually done at the factory and

do esn't need to b e rep eated; hence most p eople rarely need to w orry ab out it. In

fact, formatting a hard disk can cause it to w ork less w ell, for example b ecause a disk

migh t need to b e formatted in some v ery sp ecial w a y to allo w automatic bad sector

replacemen t to w ork.

Disks that need or can b e formatted, often require a sp ecial program an yw a y ,

b ecause the in terface to the formatting logic inside the driv e is di�eren t from driv e to

driv e. The formatting program is often either on the con troller BIOS, or is supplied

as an MS-DOS program; neither of these can easily b e used from within Lin ux.

During formatting one migh t encoun ter bad sp ots on the disk, called bad blo c ks

or bad sectors . These are sometimes handled b y the driv e itself, but ev en then, if

more of them dev elop, something needs to b e done to a v oid using those parts of the

disk. The logic to do this is built in to the �lesystem; ho w to add the information in to

the �lesystem is describ ed b elo w. Alternativ ely , one migh t create a small partition

that co v ers just the bad part of the disk; this approac h migh t b e a go o d idea if the

bad sp ot is v ery large, since �lesystems can sometimes ha v e trouble with v ery large

bad areas.

Floppies are formatted with fdformat(8) . The 
opp y device �le to use is giv en

as the parameter. F or example, the follo wing command w ould format a high densit y ,

3

1

2

inc h 
opp y in the �rst 
opp y driv e:

ttyp5 root ~ $ fdformat /dev/fd0H1440

Double-si ded , 80 tracks, 18 sec/track . Total capacity 1440 kB.
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Formattin g ... done

Verifying ... done

ttyp5 root ~ $

Note that if y ou w an t to use an auto detecting device (e.g., /dev/fd0 ), y ou must set

the parameters of the device with setfdprm( 8) �rst. T o ac hiev e the same e�ect as

ab o v e, one w ould ha v e to do the follo wing:

ttyp5 root ~ $ setfdprm /dev/fd0 1440/1440

ttyp5 root ~ $ fdformat /dev/fd0

Double-si ded , 80 tracks, 18 sec/track . Total capacity 1440 kB.

Formattin g ... done

Verifying ... done

ttyp5 root ~ $

It is usually more con v enien t to c ho ose the correct device �le that matc hes the t yp e

of the 
opp y . Note that it is un wise to format 
oppies to con tain more information

than what they are designed for.

fdformat will also v alidate the 
opp y , i.e., c hec k it for bad blo c ks. It will try a bad

blo c k sev eral times (y ou can usually hear this, the driv e noise c hanges dramatically).

If the 
opp y is only marginally bad (due to dirt on the read/write head, some errors

are false signals), fdformat w on't complain, but a real error will ab ort the v alidation

pro cess. The k ernel will prin t log messages for eac h I/O error it �nds; these will go

to the console or, if syslog is b eing used, to the �le /usr/adm/m ess age s . fdformat

itself w on't tell where the error is (one usually do esn't care, 
oppies are c heap enough

that a bad one is automatically thro wn a w a y).

ttyp5 root ~ $ fdformat /dev/fd0H1440

Double-si ded , 80 tracks, 18 sec/track . Total capacity 1440 kB.

Formattin g ... done

Verifying ... read: Unknown error

ttyp5 root ~ $

The badblocks( 8) command can b e used to searc h an y disk or partition for bad

blo c ks (including a 
opp y). It do es not format the disk, so it can b e used to c hec k

ev en existing �lesystems. The example b elo w c hec ks a 3

1

2

inc h 
opp y with t w o bad

blo c ks.

ttyp5 root ~ $ badblo c ks /dev/fd0H1440 1440

718
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719

ttyp5 root ~ $

badblocks outputs the blo c k n um b ers of the bad blo c ks it �nds. Most �lesystems can

a v oid suc h bad blo c ks. They main tain a list of kno wn bad blo c ks, whic h is initialized

when the �lesystem is made, and can b e mo di�ed later. The initial searc h for bad

blo c ks can b e done b y the mkfs command (whic h initializes the �lesystem), but later

c hec ks should b e done with badblocks and the new blo c ks should b e added with

fsck . W e'll describ e mkfs and fsck later.

4.5 P artitions

A hard disk can b e divided in to sev eral partitions . Eac h partition functions as if it

w ere a separate hard disk. The idea is that if y ou ha v e one hard disk, and w an t to

ha v e, sa y , t w o op erating systems on it, y ou can divide the disk in to t w o partitions.

Eac h op erating system uses its partition as it wishes and do esn't touc h the other

one's. This w a y the t w o op erating systems can co-exist p eacefully on the same hard

disk. Without partitions one w ould ha v e to buy a hard disk for eac h op erating system.

Floppies are not partitioned. There is no tec hnical reason against this, but since

they're so small, partitions w ould b e useful only v ery rarely .

4.5.1 The MBR, b o ot sectors and partition table

The information ab out ho w a hard disk has b een partitioned is stored in its �rst sector

(that is, the �rst sector of the �rst trac k on the �rst disk surface). The �rst sector is

the master b o ot record (MBR) of the disk; this is the sector that the BIOS reads

in and starts when the mac hine is �rst b o oted. The master b o ot record con tains a

small program that reads the partition table, c hec ks whic h partition is activ e (that

is, mark ed b o otable), and reads the �rst sector of that partition, the partition's b o ot

sector (the MBR is also a b o ot sector, but it has a sp ecial status and therefore a

sp ecial name). This b o ot sector con tains another small program that reads the �rst

part of the op erating system stored on that partition (assuming it is b o otable), and

then starts it.

The partitioning sc heme is not built in to the hardw are, or ev en in to the BIOS. It is

only a con v en tion that man y op erating systems follo w. Not all op erating systems do

follo w it, but they are the exceptions. Some op erating systems supp ort partitions, but

they o ccup y one partition on the hard disk, and use their in ternal partitioning metho d
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within that partition. The latter t yp e exists p eacefully with other op erating systems

(including Lin ux), and do es not require an y sp ecial measures, but an op erating system

that do esn't supp ort partitions cannot co-exist on the same disk with an y other

op erating system.

As a safet y precaution, it is a go o d idea to write do wn the partition table on a

piece of pap er, so that if it ev er corrupts y ou don't ha v e to lose all y our �les. (A bad

partition table can b e �xed with fdisk ).

4.5.2 Extended and logical partitions

The original partitioning sc heme for PC hard disks allo w ed only four partitions. This

quic kly turned out to b e to o little in real life, partly b ecause some p eople w an t more

than four op erating systems (Lin ux, MS-DOS, OS/2, Minix, F reeBSD, NetBSD, or

Windo ws/NT, to name a few), but primarily b ecause sometime s it is a go o d idea to

ha v e sev eral partitions for one op erating system. F or example, sw ap space is usually

b est put in its o wn partition for Lin ux instead of in the main Lin ux partition for

reasons of sp eed (see b elo w).

T o o v ercome this design problem, extended partitions w ere in v en ted. This tric k

allo ws partitioning a primary partition in to sub-partitions. The primary partition

th us sub divided is the extended partition; the subpartitions are logical partitions .

They b eha v e lik e primary

4

partitions, but are created di�eren tly .

The partition structure of a hard disk migh t lo ok lik e that in �gure 4.2. The disk is

divided in to three primary partitions, the second of whic h is divided in to t w o logical

partitions. P art of the disk is not partitioned at all. The disk as a whole and eac h

primary partition has a b o ot sector.

4.5.3 P artition t yp es

The partition tables (the one in the MBR, and the ones for extended partitions)

con tain one b yte p er partition that iden ti�es the t yp e of that partition. This attempts

to iden tify the op erating system that uses the partition, or what it uses it for. The

purp ose is to mak e it p ossible to a v oid ha ving t w o op erating systems acciden tally

using the same partition. Ho w ev er, in realit y , op erating systems do not really care

ab out the partition t yp e b yte; e.g., Lin ux do esn't care at all what it is. W orse, some

of them use it incorrectly; e.g., at least some v ersions of DR-DOS ignore the most

signi�can t bit of the b yte, while others don't.

4

Illogical?
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Figure 4.2: A sample hard disk partitioning.

There is no standardization agency to sp ecify what eac h b yte v alue means, but

some commonly accepted ones are included in the table in table 4.1. The same list is

a v ailable in the Lin ux fdisk(8) program.

T able 4.1: P artition t yp es (from the Lin ux fdisk(8) program).

0 Empt y 40 V enix 80286 94 Amo eba BBT

1 DOS 12-bit F A T 51 No v ell? a5 BSD/386

2 XENIX ro ot 52 Microp ort b7 BSDI fs

3 XENIX usr 63 GNU HURD b8 BSDI sw ap

4 DOS 16-bit < 32M 64 No v ell c7 Syrinx

5 Extended 75 PC/IX db CP/M

6 DOS 16-bit � 32M 80 Old MINIX e1 DOS access

7 OS/2 HPFS 81 Lin ux/MINIX e3 DOS R/O

8 AIX 82 Lin ux sw ap f2 DOS secondary

9 AIX b o otable 83 Lin ux nativ e � BBT

a OS/2 Bo ot Manag 93 Amo eba

4.5.4 P artitioning a hard disk

There are man y programs for creating and remo ving partitions. Most op erating

systems ha v e their o wn, and it can b e a go o d idea to use eac h op erating system's
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o wn, just in case it do es something un usual that the others can't. Man y of the

programs are called fdisk , including the Lin ux one, or v ariations thereof. Details on

using the Lin ux fdisk are giv en on its man page. The cfdisk command is similar

to fdisk , but has a nicer (full screen) user in terface.

When using IDE disks, the b o ot partition (the partition with the b o otable k ernel

image �les) m ust b e completely within the �rst 1024 cylinders. This is b ecause the

disk is used via the BIOS during b o ot (b efore the system go es in to protected mo de),

and BIOS can't handle more than 1024 cylinders. It is sometime s p ossible to use a

b o ot partition that is only partly within the �rst 1024 cylinders. This w orks as long

as all the �les that are read with the BIOS are within the �rst 1024 cylinders. Since

this is di�cult to arrange, it is a very b ad ide a to do it; y ou nev er kno w when a k ernel

up date or disk defragmen tation will result in an un b o otable system. Therefore, mak e

sure y our b o ot partition is completely within the �rst 1024 cylinders.

Some new er v ersions of the BIOS and IDE disks can, in fact, handle disks with

more than 1024 cylinders. If y ou ha v e suc h a system, y ou can forget ab out the

problem; if y ou aren't quite sure of it, put it within the �rst 1024 cylinders.

Eac h partition should ha v e an ev en n um b er of sectors, since the Lin ux �lesystems

use a 1 kB blo c k size, i.e., t w o sectors. An o dd n um b er of sectors will result in the

last sector b eing un used. This w on't result in an y problems, but it is ugly , and some

v ersions of fdisk will w arn ab out it.

Changing a partition's size usually requires �rst bac king up ev erything y ou w an t

to sa v e from that partition (preferably the whole disk, just in case), deleting the

partition, creating new partition, then restoring ev erything to the new partition.

There is a program for MS-DOS, called fips , whic h do es this without requiring the

bac kup and restore, but for other �lesystems it is still necessary .

4.5.5 Device �les and partitions

Eac h partition and extended partition has its o wn device �le. The naming con v en tion

for these �les is that a partition's n um b er is app ended after the name of the whole

disk, with the con v en tion that 1{4 are primary partitions (regardless of ho w man y

primary partitions there are) and 5{8 are logical partitions (regardless of within whic h

primary partition they reside). F or example, /dev/hda1 is the �rst primary partition

on the �rst IDE hard disk, and /dev/sdb7 is the third extended partition on the

second SCSI hard disk.
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4.6 Filesystems

4.6.1 What are �lesystems?

A �lesystem is the metho ds and data structures that an op erating uses to k eep

trac k of �les on a disk or partition that is, the w a y the �les are organized on the disk.

The w ord is also used to refer to a partition or disk that is used to store the �les

or the t yp e of the �lesystem. Th us, one migh t sa y \I ha v e t w o �lesystems" meaning

one has t w o partitions on whic h one stores �les, or that one is using the \extended

�lesystem", meaning the t yp e of the �lesystem.

The di�erence b et w een a disk or partition and the �lesystem it con tains is imp or-

tan t. A few programs|including, reasonably enough, programs that create �lesystems|

op erate directly on the ra w sectors of a disk or partition; if there is an existing �le

system there it will b e destro y ed or seriously corrupted. Most programs op erate on a

�lesystem, and therefore w on't w ork on a partition that do esn't con tain one (or that

con tains one of the wrong t yp e).

Before a partition or disk can b e used as a �lesystem, it needs to b e initialized,

and the b o okk eeping data structures need to b e written to the disk. This pro cess is

called making a �lesystem .

Most UNIX �lesystem t yp es ha v e a similar general structure, although the exact

details v ary quite a bit. The cen tral concepts are sup erblo c k , ino de , data blo c k ,

directory blo c k , and indirection blo c k . The sup erblo c k con tains information

ab out the �lesystem as a whole, suc h as its size (the exact information here dep ends

on the �lesystem). An ino de con tains all information ab out a �le, excepts its name.

The name is stored in the directory , together with the n um b er of the ino de. A

directory en try consists of a �lename and the n um b er of the ino de whic h represen ts

the �le. The ino de con tains the n um b ers of sev eral data blo c ks, whic h are used to

store the data in the �le. There is space only for a few data blo c k n um b ers in the

ino de, ho w ev er, and if more are needed, more space for p oin ters to the data blo c ks

is allo cated dynamically . These dynamically allo cated blo c ks are indirect blo c ks; the

name indicates that in order to �nd the data blo c k, one has to �nd its n um b er in the

indirect blo c k �rst.

UNIX �lesystems usually allo w one to create a hole in a �le (this is done with

lseek(2) ; c hec k the man ual page), whic h means that the �lesystem just pretends

that at a particular place in the �le there is just zero b ytes, but no actual disk sectors

are reserv ed for that place in the �le (this means that the �le will use a bit less disk

space). This happ ens esp ecially often for small binaries, Lin ux shared libraries, some
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databases, and a few other sp ecial cases. (Holes are implem en ted b y storing a sp ecial

v alue as the address of the data blo c k in the indirect blo c k or ino de. This sp ecial

address means that no data blo c k is allo cated for that part of the �le, ergo, there is

a hole in the �le.)

Holes are mo derately useful. On the author's system, a simple measuremen t

sho w ed a p oten tial for ab out 4 MB of sa vings through holes of ab out 200 MB to-

tal used disk space. That system, ho w ev er, con tains relativ ely few programs and no

database �les. The measuremen t to ol is describ ed in app endix B.

4.6.2 Filesystems galore

Lin ux supp orts sev eral t yp es of �lesystems. As of this writing the most imp ortan t

ones are:

minix The oldest, presumed to b e the most reliable, but quite lim-

ited in features (some time stamps are missing, at most 30

c haracter �lenames) and restricted in capabilities (at most

64 MB p er �lesystem).

xia A mo di�ed v ersion of the minix �lesystem that lifts the limits

on the �lenames and �lesystem sizes, but do es not otherwise

in tro duce new features. It is not v ery p opular, but is rep orted

to w ork v ery w ell.

ext2 The most featureful of the nativ e Lin ux �lesystems, curren tly

also the most p opular one. It is designed to b e easily up w ards

compatible, so that new v ersions of the �lesystem co de do not

require re-making the existing �lesystems.

ext An older v ersion of ext2 that w asn't up w ards compatible. It

is hardly ev er used in new installations an y more, and most

p eople ha v e con v erted to ext2 .

In addition, supp ort for sev eral foreign �lesystem exists, to mak e it easier to exc hange

�les with other op erating systems. These foreign �lesystems w ork just lik e nativ e

ones, except that they ma y b e lac king in some usual UNIX features, or ha v e curious

limitations, or other o ddities.

msdos Compatibilit y with MS-DOS (and OS/2 and Windo ws NT)

F A T �lesystems.
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umsdos Extends the msdos �lesystem driv er under Lin ux so that Lin ux

can see long �lenames, o wners, p ermissions, links, and device

�les. This allo ws a normal msdos �lesystem to b e used as if

it w ere a Lin ux one, th us remo ving the need for a separate

partition for Lin ux.

iso9660 The standard CD-R OM �lesystem; the p opular Ro c k Ridge

extension to the CD-R OM standard that allo w longer �le

names is supp orted automatically .

nfs A net w ork ed �lesystem that allo ws sharing a �lesystem b e-

t w een man y computers to allo w easy access to the �les from

all of them.

hpfs The OS/2 �lesystem.

sysv SystemV/386, Coheren t, and Xenix �lesystems.

MET A: ifs, userfs The c hoice of �lesystem to use dep ends on the situation. If

compatibilit y or other reasons mak e one of the non-nativ e �lesystems necessary , then

that one m ust b e used. If one can c ho ose freely , then it is probably wisest to use ext2,

since it has all the features but do es not su�er from lac k of p erformance.

There is also the proc �lesystem, usually accessible as the /proc directory , whic h

is not really a �lesystem at all, ev en though it lo oks lik e one. The proc �lesystem

mak es it easy to access certain k ernel data structures, suc h as the pro cess list (hence

the name). It mak es these data structures lo ok lik e a �lesystem, and that �lesystem

can b e manipulated with all the usual �le to ols. F or example, to get a listing of all

pro cesses one migh t use the command

ttyp5 root ~ $ ls -l /pro c

total 0

dr-xr-xr- x 4 root root 0 Jan 31 20:37 1

dr-xr-xr- x 4 liw users 0 Jan 31 20:37 63

dr-xr-xr- x 4 liw users 0 Jan 31 20:37 94

dr-xr-xr- x 4 liw users 0 Jan 31 20:37 95

dr-xr-xr- x 4 root users 0 Jan 31 20:37 98

dr-xr-xr- x 4 liw users 0 Jan 31 20:37 99

-r--r--r- - 1 root root 0 Jan 31 20:37 devices

-r--r--r- - 1 root root 0 Jan 31 20:37 dma

-r--r--r- - 1 root root 0 Jan 31 20:37 filesyst ems
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-r--r--r- - 1 root root 0 Jan 31 20:37 interrup ts

-r------- - 1 root root 8654848 Jan 31 20:37 kcore

-r--r--r- - 1 root root 0 Jan 31 11:50 kmsg

-r--r--r- - 1 root root 0 Jan 31 20:37 ksyms

-r--r--r- - 1 root root 0 Jan 31 11:51 loadavg

-r--r--r- - 1 root root 0 Jan 31 20:37 meminfo

-r--r--r- - 1 root root 0 Jan 31 20:37 modules

dr-xr-xr- x 2 root root 0 Jan 31 20:37 net

dr-xr-xr- x 4 root root 0 Jan 31 20:37 self

-r--r--r- - 1 root root 0 Jan 31 20:37 stat

-r--r--r- - 1 root root 0 Jan 31 20:37 uptime

-r--r--r- - 1 root root 0 Jan 31 20:37 version

ttyp5 root ~ $

(There will b e a few extra �les that don't corresp ond to pro cesses, though. The ab o v e

example has b een shortened.)

Note that ev en though it is called a �lesystem, no part of the proc �lesystem

touc hes an y disk. It exists only in the k ernel's imagination. Whenev er an y one tries

to lo ok at an y part of the proc �lesystem, the k ernel mak es it lo ok as if the part

existed somewhere, ev en though it do esn't. So, ev en though there is a m ulti-m egab yte

/proc/kmem �le, it do esn't tak e an y disk space.

4.6.3 Whic h �lesystem should b e used?

There is usually little p oin t in using man y di�eren t �lesystems. Curren tly , ext2fs

is the most p opular one, and it is probably the wisest c hoice. Dep ending on the

o v erhead for b o okk eeping structures, sp eed, (p erceiv ed) reliabilit y , compatibilit y , and

v arious other reasons, it ma y b e advisable to use another �le system. This needs to

b e decided on a case-b y-case basis.

4.6.4 Creating a �lesystem

Filesystems are created, i.e., initialized, with the mkfs(8) command. There is actually

a separate program for eac h �lesystem t yp e. mkfs is just a fron t end that runs the

appropriate program dep ending on the desired �lesystem t yp e. The t yp e is selected

with the -t fstype option.

The programs called b y mkfs ha v e sligh tly di�eren t command line in terfaces. The
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common and most imp ortan t options are summarized b elo w; see the man ual pages

for more.

-t fstyp e Select the t yp e of the �lesystem.

-c Searc h bad bad blo c ks and initialize the bad blo c k list accordingly .

-l �lename Read the initial bad blo c k list from the �le �lename .

T o create an ext2 �lesystem on a 
opp y , one w ould giv e the follo wing commands:

ttyp6 root ~ $ fdformat -n /dev/fd0H1440

Double-si ded , 80 tracks, 18 sec/track . Total capacity 1440 kB.

Formattin g ... done

ttyp6 root ~ $ badblo c ks /dev/fd0H1440 1440 > bad-blo c ks

ttyp6 root ~ $ mkfs -t ext2 -l bad-blo c ks /dev/fd0H1440

mke2fs 0.5a, 5-Apr-94 for EXT2 FS 0.5, 94/03/10

360 inodes, 1440 blocks

72 blocks (5.00%) reserved for the super user

First data block=1

Block size=1024 (log=0)

Fragment size=1024 (log=0)

1 block group

8192 blocks per group, 8192 fragments per group

360 inodes per group

Writing inode tables: done

Writing superbloc ks and filesyst em accounting informatio n: done

ttyp6 root ~ $

First, the 
opp y w as formatted (the -n option prev en ts v alidation, i.e., bad blo c k

c hec king). Then bad blo c ks w ere searc hed with badblocks , with the output redirected

to a �le, bad-blocks . Finally , the �lesystem w as created, with the bad blo c k list

initialized b y whatev er badblocks found.

The -c option could ha v e b een used with mkfs instead of badblocks and a separate

�le. The example b elo w do es that.

ttyp6 root ~ $ mkfs -t ext2 -c /dev/fd0H1440

mke2fs 0.5a, 5-Apr-94 for EXT2 FS 0.5, 94/03/10

360 inodes, 1440 blocks
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72 blocks (5.00%) reserved for the super user

First data block=1

Block size=1024 (log=0)

Fragment size=1024 (log=0)

1 block group

8192 blocks per group, 8192 fragments per group

360 inodes per group

Checking for bad blocks (read-on ly test): done

Writing inode tables: done

Writing superbloc ks and filesyst em accounting informatio n: done

ttyp6 root ~ $

The -c is more con v enien t than a separate use of badblocks , but badblocks is

necessary for c hec king after the �lesystem has b een created.

The pro cess to prepare to �lesystems on hard disks or partitions is the same as for


oppies, except that the formatting isn't needed.

4.6.5 Moun ting and unmoun ting

Before one can use a �lesystem, it has to b e moun ted . The op erating system then

do es v arious b o okk eeping things to mak e sure that ev erything w orks. Since all �les

in UNIX are in a single directory tree, the moun t op eration will mak e it lo ok lik e the

con ten ts of the new �lesystem are the con ten ts of an existing sub directory in some

already moun ted �lesystem.

F or example, �gure 4.3 sho ws three separate �lesystems, eac h with their o wn ro ot

directory . When the last t w o �lesystems are moun ted b elo w /home and /usr , resp ec-

tiv ely , on the �rst �lesystem, w e can get a single directory tree, as in �gure 4.4.
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Figure 4.3: Three separate �lesystems.

The moun ts could b e done as in the follo wing example:
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Figure 4.4: /home and /usr ha v e b een moun ted.

ttyp6 root ~ $ moun t /dev/hda2 /home

ttyp6 root ~ $ moun t /dev/hda3 /usr

ttyp6 root ~ $

The mount(8) command tak es t w o argumen ts. The �rst one is the device �le cor-

resp onding to the disk or partition con taining the �lesystem. The second one is the

directory b elo w whic h it will b e moun ted. After these commands the con ten ts of the

t w o �lesystems lo ok just lik e the con ten ts of the /home and /usr directories, resp ec-

tiv ely . One w ould then sa y that \ /dev/hda2 is moun ted on /home ", and similarly

for /usr . T o lo ok at either �lesystem, one w ould lo ok at the con ten ts of the directory

on whic h it has b een moun ted, just as it w ere an y other directory . Note the di�erence

b et w een the device �le, /dev/hda2 , and the moun ted-on directory , /home . The device

�le giv es access to the ra w con ten ts of the disk, the moun ted-on directory giv es access

to the �les on the disk. The moun ted-on directory is called the moun t p oin t .

The moun ted-on directory need not b e empt y , although it m ust exist. An y �les

in it, ho w ev er, will b e inaccessible b y name while the �lesystem is moun ted. (An y

�les that ha v e already b een op ened will still b e accessible. Files that ha v e hard links

from other directories can b e accessed using those names.) There is no harm done

with this, and it can ev en b e useful. F or instance, some p eople lik e to ha v e /tmp

and /usr/tmp synon ymous, and mak e /tmp b e a sym b olic link to /usr/tmp . When

the system is b o oted, b efore the /usr �lesystem is moun ted, a /usr/tmp directory

residing on the ro ot �lesystem is used instead. When /usr is moun ted, it will mak e

the /usr/tmp directory on the ro ot �lesystem inaccessible. If /usr/tmp didn't exist

on the ro ot �lesystem, it w ould b e imp ossible to use temp orary �les b efore moun ting

/usr .

If y ou don't in tend to write an ything to the �lesystem, use the -r switc h for mount
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to do a readonly moun t . This will mak e the k ernel stop an y attempts at writing

to the �lesystem, and will also stop the k ernel from up dating �le access times in the

ino des. Read-only moun ts are necessary for un writable media, e.g., CD-R OM's.

The alert reader has already noticed a sligh t logistical problem. Ho w is the

�rst �lesystem (called the ro ot �lesystem , b ecause it con tains the ro ot directory)

moun ted, since it ob viously can't b e moun ted on another �lesystem? W ell, the answ er

is that it is done b y magic.

5

The ro ot �lesystem is magically moun ted at b o ot time,

and one can rely on it to alw a ys b e moun ted|if the ro ot �lesystem can't b e moun ted,

the system do es not b o ot. The name of the �lesystem that is magically moun ted as

ro ot is either compiled in to the k ernel, or set using LILO or rdev .

The ro ot �lesystem is usually �rst moun ted readonly . The startup scripts will then

run fsck(8) to v erify its v alidit y , and if there are no problems, they will re-moun t

it so that writes will also b e allo w ed. fsck m ust not b e run on a moun ted �lesystem,

since an y c hanges to the �lesystem while fsck is running wil l cause trouble. Since

the ro ot �lesystem is moun ted readonly while it is b eing c hec k ed, fsck can �x an y

problems without w orry , since the remoun t op eration will 
ush an y metadata that

the �lesystem k eeps in memory .

On man y systems there are other �lesystems that should also b e moun ted auto-

matically at b o ot time. These are sp eci�ed in the /etc/fstab �le; see the fstab(5)

man page for details on the format. The details of exactly when the extra �lesystems

are moun ted dep end on man y factors, and can b e con�gured b y eac h administrator

if need b e. When the c hapter on b o oting is �nished, y ou ma y read all ab out it there.

When a �lesystem no longer needs to b e moun ted, it can b e unmoun ted with

umount(8)

6

. umount tak es one argumen t: either the device �le or the moun t p oin t.

F or example, to unmoun t the directories of the previous example, one could use the

commands

ttyp6 root ~ $ umoun t /dev/hda2

ttyp6 root ~ $ umoun t /usr

ttyp6 root ~ $

See the man page for further instructions on ho w to use the command. It is imp erativ e

that y ou alw a ys unmoun t a moun ted 
opp y . Don 't just p op the 
oppy out of the drive!

Because of disk cac hing, the data is not necessarily written to the 
opp y un til y ou

unmoun t it, so remo ving the 
opp y from the driv e to o early migh t cause the con ten ts

5

F or more information , see the k ernel source or the Kernel Hac k ers' Guide.

6

It should of course b e unmount(8) , but the n m ysteriously disapp eared in the 70's, and hasn't b een seen since.

Please return it to Bell Labs, NJ, if y ou �nd it.
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to b ecome garbled. If y ou just read from the 
opp y , this is not v ery lik ely , but if y ou

write, ev en acciden tally , the result ma y b e catastrophic.

Moun ting and unmoun ting requires sup er user priviledges, i.e., only root can do

it. The reason for this is that if an y user can moun t a 
opp y on an y directory , then

it is rather easy to create a 
opp y with, sa y , a T ro jan horse disguised as /bin/sh , or

an y other often used program. Ho w ev er, it is often necessary to allo w users to use


oppies, and there are sev eral w a ys to do this:

� Giv e the users the root passw ord. This is ob viously bad securit y , but is the

easiest solution. It w orks w ell if there is no need for securit y an yw a y , whic h is

the case on man y non-net w ork ed, p ersonal systems.

� Use a program suc h as sudo(8) to allo w users to use moun t. This is still bad

securit y , but do esn't directly giv e sup er user priviledges to ev ery one.

7

� Mak e the users use mtools , a pac k age for manipulating MS-DOS �lesystems,

without moun ting them. This w orks w ell if MS-DOS 
oppies are the only thing

that is needed, but is rather a wkw ard otherwise.

� List the 
opp y devices and their allo w able moun t p oin ts together with the suit-

able options in /etc/fsta b .

The last alternativ e can b e implem en te d b y adding a line lik e the follo wing to /etc/fstab :

/dev/fd0 /floppy msdos user,noau to

The columns are: device �le to moun t, directory to moun t on, �lesystem t yp e, and

options. The noauto option stops this moun t to b e done automatically when the

system is started (i.e., it stops mount -a from moun ting it). The user option allo ws

an y user to moun t the �lesystem, and, b ecause of securit y reasons, disallo ws execution

of programs (normal or setuid) and in terpretation of device �les from the moun ted

�lesystem. After this, an y user can moun t a 
opp y with an msdos �lesystem with the

follo wing command:

ttyp6 root ~ $ moun t /
opp y

ttyp6 root ~ $

The 
opp y can (and needs to, of course) b e unmoun ted with the corresp onding umount

command.

MET A: What to do if sev eral t yp es of 
oppies are needed?

7

It requires sev eral seconds of hard thinking on the users' b ehalf.
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4.6.6 Keeping �lesystems health y

Filesystems are complex creatures, and as suc h, they tend to b e somewhat error-prone.

A �lesystem's correctness and v alidit y can b e c hec k ed using the fsck(8) command.

It can b e instructed to repair an y minor problems it �nds, and to alert the user if

there an y unrepairable problems. F ortunately , the co de to implem e n t �lesystems is

debugged quite e�ectiv ely , so there are seldom an y problems at all, and they are

usually caused b y p o w er failures, failing hardw are, or op erator errors; for example,

b y not sh utting do wn the system prop erly .

Most systems are setup to run fsck automatically at b o ot time, so that an y errors

are detected (and hop efully corrected) b efore the system is used. Use of a corrupted

�lesystem tends to mak e things w orse: if the data structures are messed up, using

the �lesystem will probably mess them up ev en more, resulting in more data loss.

Ho w ev er, fsck can tak e a while to run on big �lesystems, and since errors almost

nev er o ccur if the system has b een sh ut do wn prop erly , a couple of tric ks are used to

a v oid doing the c hec ks in suc h cases. The �rst is that if the �le /etc/fastb oot exists,

no c hec ks are made. The second is that the ext2 �lesystem has a sp ecial mark er in

its sup erblo c k that tells whether the �lesystem w as unmoun ted prop erly after the

previous moun t. This allo ws e2fsck (the v ersion of fsck for the ext2 �lesystem)

to a v oid c hec king the �lesystem if the 
ag indicates that the unmoun t w as done

(the assumption b eing that a prop er unmoun t indicates no problems). Whether the

/etc/fastb oot tric k w orks on y our system dep ends on y our startup scripts, but the

ext2 tric k w orks ev ery time y ou use e2fsck |it has to b e explicitly b ypassed with an

option to e2fsck to b e a v oided. (See the e2fsck(8) man page for details on ho w.)

The automatic c hec king only w orks for the �lesystems that are moun ted automat-

ically at b o ot time. Use fsck man ually to c hec k other �lesystems, e.g., 
oppies.

If fsck �nds unrepairable problems, y ou need either in-depth kno wlege of ho w

�lesystems w ork in general, and the t yp e of the corrupt �lesystem in particular, or

go o d bac kups. The latter is easy (although sometimes tedious) to arrange, the former

can sometimes b e arranged via a friend, the Lin ux newsgroups and mailing lists, or

some other source of supp ort, if y ou don't ha v e the kno w-ho w y ourself. I'd lik e to tell

y ou more ab out it, but m y lac k of education and exp erience in this regard hinders

me. The debugfs(8) program b y Theo dore T'so should b e useful.

fsck m ust only b e run on unmoun ted �lesystems, nev er on moun ted �lesystems

(with the exception of the read-only ro ot during startup). This is b ecause it accesses

the ra w disk, and can therefore mo dify the �lesystem without the op erating system

realizing it. There wil l b e trouble, if the op erating system is confused.



4.7. Disks without �lesystems 47

It can b e a go o d idea to p erio dically c hec k for bad blo c ks. This is done with the

badblocks command. It outputs a list of the n um b ers of all bad blo c ks it can �nd.

This list can b e fed to fsck to b e recorded in the �lesystem data structures so that

the op erating system w on't try to use the bad blo c ks for storing data. The follo wing

example will sho w ho w this could b e done.

ttyp6 root ~ $ badblo c ks /dev/fd0H1440 1440 > bad-blo c ks

ttyp6 root ~ $ fsc k -t ext2 -l bad-blo c ks /dev/fd0H1440

Paralleli zin g fsck version 0.5a (5-Apr-94)

e2fsck 0.5a, 5-Apr-94 for EXT2 FS 0.5, 94/03/10

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivi ty

Pass 4: Check reference counts.

Pass 5: Checking group summary informati on.

/dev/fd0H 144 0: ***** FILE SYSTEM WAS MODIFIED *****

/dev/fd0H 144 0: 11/360 files, 63/1440 blocks

ttyp6 root ~ $

4.7 Disks without �lesystems

Not all disks or partitions are used as �lesystems. A sw ap partition, for example, will

not ha v e a �lesystem on it. Man y 
oppies are used in a tap e-driv e em ulating fashion,

so that a tar or other �le is written directly on the ra w disk, without a �lesystem.

This has the adv an tages of making more of the disk usable (a �lesystem alw a ys has

some b o okk eeping o v erhead) and more easily compatible with other systems: the tar

�le format is the same on all systems, while �lesystems are di�eren t on most systems.

Y ou will quic kly get used to disks without �lesystems if y ou need them. Bo otable

Lin ux 
oppies also do not necessarily ha v e a �lesystem, although that is also p ossible.

One reason to use ra w disks is to mak e image copies of them. F or instance, if the

disk con tains a partially damaged �lesystem, it is a go o d idea to mak e an exact cop y

of it b efore trying to �x it, since then y ou can start again if y our �xing breaks things

ev en more. One w a y to do this is to use dd(1) :

ttyp2 root /usr/tmp $ dd if=/dev/fd0H1440 of=
opp y-image

2880+0 records in
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2880+0 records out

ttyp2 root /usr/tmp $ dd if=
opp y-image of=/dev/fd0H1440

2880+0 records in

2880+0 records out

ttyp2 root /usr/tmp $

The �rst dd mak es an exact image of the 
opp y to the �le floppy-imag e , the second

one writes the image to the 
opp y . (The user has presumably switc hed the 
opp y

b efore the second command. Otherwise the command pair is of doubtful usefulness.)

4.8 Allo cating disk space

4.8.1 P artitioning sc hemes

It is not easy to partition a disk in the b est p ossible w a y . W orse, there is no univ ersally

correct w a y to do it; there are to o man y factors in v olv ed.

The traditional w a y is to ha v e a (relativ ely) small ro ot �lesystem, whic h con tains

/bin , /etc , /dev , /lib , /tmp , and other stu� that is needed to get the system

up and running. This w a y , the ro ot �lesystem (in its o wn partition or on its o wn

disk) is all that is needed to bring up the system. The reasoning is that if the ro ot

�lesystem is small and is not hea vily used, it is less lik ely to b ecome corrupt when

the system crashes, and y ou will therefore �nd it easier to �x an y problems caused b y

the crash. Then y ou create separate partitions or use separate disks for the directory

tree b elo w /usr , the users' home directories (often under /home ), and the sw ap space.

Separating the home directories (with the users' �les) in their o wn partition mak es

bac kups easier, since it is usually not necessary to bac kup programs (whic h reside

b elo w /usr ). In a net w ork ed en vironmen t it is also p ossible to share /usr among

sev eral mac hines (e.g., b y using NFS), thereb y reducing the total disk space required

b y sev eral tens or h undreds of megab ytes times the n um b er of mac hines.

The problem with ha ving man y partitions is that it splits the total amoun t of free

disk space in to man y small pieces. No w ada ys, when disks and (hop efully) op erating

systems are more reliable, man y p eople prefer to ha v e just one partition that holds

all their �les. On the other hand, it can b e less painful to bac k up (and restore) a

small partition.

F or a small hard disk (assuming y ou don't do k ernel dev elopmen t), the b est w a y to

go is probably to ha v e just one partition. F or large hard disks, it is probably b etter to

ha v e a few large partitions, just in case something do es go wrong. (Note that `small'
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and `large' are used in a relativ e sense here; y our needs for disk space decide what

the threshold is.)

If y ou ha v e sev eral disks, y ou migh t wish to ha v e the ro ot �lesystem (including

/usr ) on one, and the users' home directories on another.

It is a go o d idea to b e prepared to exp erimen t a bit with di�eren t partitioning

sc hemes (o v er time, not just while �rst installing the system). This is a bit of w ork,

since it essen tially requires y ou to install the system from scratc h sev eral times, but

it is the only w a y to b e sure y ou do it righ t.

4.8.2 Space requireme n ts

The Lin ux distribution y ou install will giv e some indication of ho w m uc h disk space

y ou need for v arious con�gurations. Programs installed separately ma y also do the

same. This will help y ou plan y our disk space usage, but y ou should prepare for the

future and reserv e some extra space for things y ou will notice later that y ou need.

The amoun t y ou need for user �les dep ends on what y our users wish to do. Most

p eople seem to need as m uc h space for their �les as p ossible, but the amoun t they

will liv e happily with v aries a lot. Some p eople do only ligh t text pro cessing and will

surviv e nicely with a few megab ytes, others do hea vy image pro cessing and will need

gigab ytes.

By the w a y , when comparing �le sizes giv en in kilob ytes or megab ytes and disk

space giv en in megab ytes, it can b e imp ortan t to kno w that the t w o units can b e

di�eren t. Some disk man ufacturers lik e to pretend that a kilob yte is 1000 b ytes and

a megab yte is 1000 kilob ytes, while all the rest of the computing w orld uses 1024 for

b oth factors. Therefore, m y 345 MB hard disk is really a 330 MB hard disk.

8

Sw ap space allo cation is discusses in section 6.5.

4.8.3 Examples of hard disk allo cation

I used to ha v e a 109 MB hard disk. No w I am using a 330 MB hard disk. I'll explain

ho w and wh y I partitioned these disks.

The 109 MB disk I partitioned in a lot of w a ys, when m y needs and the op erating

systems I used c hanged; I'll explain t w o t ypical scenarios. First, I used to run MS-

DOS together with Lin ux. F or that, I needed ab out 20 MB of hard disk, or just

8

Sic transit discus m undi.
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enough to ha v e MS-DOS, a C compiler, an editor, a few other utilities, the program

I w as w orking on, and enough free disk space to not feel claustrophobic. F or Lin ux,

I had a 10 MB sw ap partition, and the rest, or 79 MB, w as a single partition with

all the �les I had under Lin ux. I exp erimen ted with ha ving separate ro ot, /usr , and

/home partitions, but there w as nev er enough free disk space in one piece to do m uc h

in teresting.

When I didn't need MS-DOS an ymore, I repartitioned the disk so that I had a

12 MB sw ap partition, and again had the rest as a single �lesystem.

The 330 MB disk is partitioned in to sev eral partitions, lik e this:

5 MB ro ot �lesystem

10 MB sw ap partition

180 MB /usr �lesystem

120 MB /home �lesystem

15 MB scratc h partition

The scratc h partition is for pla ying around with things that require their o wn par-

tition, e.g., trying di�eren t Lin ux distributions, or comparing sp eeds of �lesystems.

When not needed for an ything else, it is used as sw ap space (I lik e to ha v e a lot of

op en windo ws).

4.8.4 Adding more disk space for Lin ux

Adding more disk space for Lin ux is easy , at least after the hardw are has b een prop erly

installed (the hardw are installation is outside the scop e of this b o ok). Y ou format

it if necessary , then create the partitions and �lesystem as describ ed ab o v e, and add

the prop er lines to /etc/fsta b so that it is moun ted automatically .

4.8.5 Tips for sa ving disk space

The b est tip for sa ving disk space is to a v oid installing unnecessary programs. Most

Lin ux distributions ha v e an option to install only part of the pac k ages they con tain,

and b y analyzing y our needs y ou migh t notice that y ou don't need most of them. This

will help sa v e a lot of disk space, since man y programs are quite large. Ev en if y ou

do need a particular pac k age or program, y ou migh t not need all of it. F or example,

some on-line do cumen tation migh t b e unnecessary , as migh t some of the Elisp �les

for GNU Emacs, some of the fon ts for X11, or some of the libraries for programming.
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If y ou cannot uninstall pac k ages, y ou migh t lo ok in to compression. Compression

programs suc h as gzip(1) or zip(1) will compress (and uncompress) individual �les

or groups of �les. The gzexe system will compress and uncompress programs in visibly

to the user (un used programs are compressed, then uncompressed as they are used).

The exp erimen tal DouBle system will compress all �les in a �lesystem, in visibly to

the programs that use them. (If y ou are familiar with pro ducts suc h as Stac k er for

MS-DOS, the principle is the same.)
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Chapter 5

Directory T ree Ov erview

This chapter ne e ds a quote. Suggestions, anyone?

This c hapter describ es the imp ortan t parts of a standard Lin ux directory tree, based

on the FSSTND �lesystem standard. It outlines the normal w a y of breaking the di-

rectory tree in to separate �lesystems with di�eren t purp oses and giv es the motiv ation

b ehind this particular split. Some alternativ e w a ys of splitting are also describ ed.

MET A: The next v ersion of the FSSTND (1.3?) will cause man y minor c hanges,

and some new ones, due to w ork to mak e the FSSTND w ork for BSD systems as w ell.

5.1 Bac kground

This c hapter is lo osely based on the Lin ux �lesystem standard, FSSTND, v ersion 1.2

(see the bibliograph y), whic h attempts to set a standard for ho w the directory tree

in a Lin ux system is organized. Suc h a standard has the adv an tage that it will b e

easier to write or p ort soft w are for Lin ux, and to administer Lin ux mac hines, since

ev erything will b e in their usual places. There is no authorit y b ehind the standard

that forces an y one to comply to it, but it has got the supp ort of most, if not all

Lin ux distributions. It is not a go o d idea to break with the FSSTND without v ery

comp elling reasons. The FSSTND attempts to follo w Unix tradition and curren t

trends, making Lin ux systems familiar to those with exp erience with other Unix

systems, and vice v ersa.

This c hapter is not as detailed as the FSSTND. A system administrator should

also read the FSSTND for a complete understanding.

53
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This c hapter do es not explain all �les in detail. The in ten tion is not to describ e

ev ery �le, but to giv e an o v erview of the system from a �lesystem p oin t of view.

F urther information of eac h �le is a v ailable elsewhere in this man ual or the man ual

pages.

The full directory tree is in tended to b e break able in to smaller parts, eac h on

its o wn disk or partition, to accomo date to disk size limits and to ease bac kup and

other system administration. The ma jor parts are the ro ot, /usr , /var , and /home

�lesystems. Eac h part has a di�eren t purp ose. The directory tree has b een designed

so that it w orks w ell in a net w ork of Lin ux mac hines whic h ma y share some parts of

the �lesystems o v er a read-only device (e.g., a CD-R OM), or o v er the net w ork with

NFS.

The roles of the di�eren t parts of the directory tree are describ ed b elo w.

� The ro ot �lesystem is sp eci�c for eac h mac hine (it is generally stored on a lo cal

disk, although it could p ossibly b e do wnloaded to a ramdisk during b o otup) and

con tains the �les that are necessary for b o oting the system up, and to bring it

up to suc h a state that the other �lesystems ma y b e moun ted. The con ten ts of

the ro ot �lesystem will therefore b e su�cien t for the single user state. It will

also con tain to ols for �xing a brok en system, and for reco v ering lost �les from

bac kups.

� The /usr �lesystem con tains all commands, libraries, man ual pages, and other

unc hanging �les needed during normal op eration. No �les in /usr should b e

sp eci�c for an y giv en mac hine, nor should they b e mo di�ed during normal use.

This allo ws the �les to b e shared o v er the net w ork, whic h can b e cost-e�ectiv e

since it sa v es disk space (there can easily b e h undreds of megab ytes in /usr ), and

can mak e administration easier (only the master /usr needs to b e c hanged when

up dating an application, not eac h mac hine separately). Ev en if the �lesystem is

on a lo cal disk, it could b e moun ted read-only , to lessen the c hance of �lesystem

corruption during a crash.

� The /var �lesystem con tains �les that c hange, suc h as sp o ol directories (for

mail, news, prin ters, etc), log �les, formatted man ual pages, and temp orary

�les. T raditionally ev erything in /var has b een somewhere b elo w /usr , but that

made it imp ossible to moun t /usr read-only .

� The /home �lesystem con tains the users' home directories, i.e., all the real data on

the system. Separating home directories to their o wn directory tree or �lesystem

mak es bac kups easier; the other parts often do not ha v e to b e bac k ed up, or at
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least not as often (they seldom c hange). A big /home migh t ha v e to b e brok en

on sev eral �lesystems, whic h requires adding an extra naming lev el b elo w /home ,

e.g., /home/stu den ts and /home/sta ff .

Although the di�eren t parts ha v e b een called �lesystems ab o v e, there is no require-

men t that they actually b e on separate �lesystems. They could easily b e k ept in a

single one if the system is a small single-user system and he w an ts to k eep things sim-

ple. The directory tree migh t also b e divided in to �lesystems di�eren tly , dep ending on

ho w large the disks are, and ho w space is allo cated for v arious purp oses. The imp or-

tan t part, though, is that all the standard names w ork; ev en if, sa y , /var and /usr are

actually on the same partition, the names /usr/lib/l ibc .a and /var/adm/me ss age s

m ust w ork, for example b y mo ving �les b elo w /var in to /usr/var , and making /var

a symlink to /usr/var .

The Unix �lesystem structure groups �les according to purp ose, i.e., all commands

are in one place, all data �les in another, do cumen tation in a third, and so on. An

alternativ e w ould b e to group �les �les according to the program they b elong to,

i.e., all Emacs �les w ould b e in one directory , all T

E

X in another, and so on. The

problem with the latter approac h is that it mak es it di�cult to share �les (the program

directory often con tains b oth static and shareable and c hanging and non-shareable

�les), and sometimes to ev en �nd the �les (e.g., man ual pages in a h uge n um b er

of places, and making the man ual page programs �nd all of them is a main tenance

nigh tmare).

5.2 The ro ot �lesystem

The ro ot �lesystem should generally b e small, since it con tains v ery critical �les and

a small, infrequen tly mo di�ed �lesystem has a b etter c hance of not getting corrupted.

A corrupted ro ot �lesystem will generally mean that the system b ecomes un b o otable

except with sp ecial measures (e.g., from a 
opp y), so y ou don't w an t to risk it.

The ro ot directory generally do esn't con tain an y �les, except p erhaps the standard

b o ot image for the system, usually called /vmlinuz . All other �les are in sub directo-

ries in the ro ot �lesystems:

/bin Commands needed during b o otup that migh t b e used b y normal users

(probably after b o otup).

/sbin Lik e /bin , but the commands are not in tended for normal users, al-
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though they ma y use them if necessary and allo w ed.

/etc Con�guration �les sp eci�c to the mac hine.

/root The home directory for user root .

/lib Shared libraries needed b y the programs on the ro ot �lesystem.

/lib/modul es Loadable k ernel mo dules, esp ecially those that are needed to b o ot

the system when reco v ering from disasters (e.g., net w ork and �lesystem

driv ers).

/dev Device �les.

/tmp T emp orary �les. Programs running after b o otup should use /var/tmp ,

not /tmp , since the former is probably on a disk with more space.

/boot Files used b y the b o otstrap loader, e.g., LILO. Kernel images are often

k ept here instead of in the ro ot directory . If there are man y k ernel

images, the directory can easily gro w rather big, and it migh t b e b etter

to k eep it in a separate �lesystem. Another reason w ould b e to mak e

sure the k ernel images are within the �rst 1024 cylinders of an IDE

disk.

/mnt Moun t p oin t for temp orary moun ts b y the system administrator. Pro-

grams aren't supp osed to moun t on /mnt automatically . /mnt migh t b e

divided in to sub directories (e.g., /mnt/dosa migh t b e the 
opp y driv e

using an MS-DOS �lesystem, and /mnt/exta migh t b e the same with

an ext2 �lesystem).

/proc , /usr , /var , /home Moun t p oin ts for the other �lesystems.

5.2.1 The /etc directory

The /etc directory con tains a lot of �les. Some of them are describ ed b elo w. F or

others, y ou should determine whic h program they b elong to and read the man ual

page for that program. Man y net w orking con�guration �les are in /etc as w ell, and

are describ ed in the Net w orking Administrators' Guide.

/etc/rc or /etc/rc.d or /etc/rc?.d Scripts or directories of scripts to run at startup

or when c hanging the run lev el. See the c hapter on init for further
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information.

/etc/passw d The user database, with �elds giving the username, real name, home

directory , encrypted passw ord, and other information ab out eac h user.

The format is do cumen ted in the passwd(5) man ual page.

/etc/fdprm Flopp y disk parameter table. Describ es what di�eren t 
opp y disk for-

mats lo ok lik e. Used b y setfdprm(1) . See the setfdprm(8) man ual

page for more information.

/etc/fstab Lists the �lesystems moun ted automatically at startup b y the mount

-a command (in /etc/rc or equiv alen t startup �le). Under Lin ux, also

con tains information ab out sw ap areas used automatically b y swapon

-a . See section 4.6.5 and the mount(8) man ual page for more informa-

tion.

/etc/group Similar to /etc/pass wd , but describ es groups instead of users. See the

group(5) man ual page for more information.

/etc/initt ab Con�guration �le for init(8) .

/etc/issue Output b y getty b efore the login prompt. Usually con tains a short

description or w elcoming message to the system. The con ten ts are up

to the system administrator.

/etc/magic The con�guration �le for file(1) . Con tains the descriptions of v arious

�le formats based on whic h file guesses the t yp e of the �le. See the

magic(8) and file(1) man ual pages for more information.

/etc/motd The message of the da y , automatically output after a successful login.

Con ten ts are up to the system administrator. Often used for getting

information to ev ery user, suc h as w arnings ab out planned do wn times.

/etc/mtab List of curren tly moun ted �lesystems. Initially set up b y the scripts,

and up dated automatically b y the mount command. Used when a list

of moun ted �lesystems is needed, e.g., b y the df(1) command.

/etc/shado w Shado w passw ord �le on systems with shado w passw ord soft w are in-

stalled. Shado w passw ords mo v e the encrypted passw ord from /etc/passw d

in to /etc/shad ow ; the latter is not readable b y an y one except root .

This mak es it harder to crac k passw ords.
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/etc/login .de fs Con�guration �le for the login(1) command.

/etc/print cap Lik e /etc/term cap , but in tended for prin ters. Di�eren t syn tax.

/etc/profi le , /etc/csh.lo gin , /etc/csh.c shr c Files executed at login or startup

time b y the Bourne or C shells. These allo w the system administrator to

set global defaults for all users. See the man ual pages for the resp ectiv e

shells.

/etc/secur ett y Iden ti�es secure terminals, i.e., the terminals from whic h root is

allo w ed to log in. T ypically only the virtual consoles are listed, so that

it b ecomes imp ossible (or at least harder) to gain sup eruser privileges

b y breaking in to a system o v er a mo dem or a net w ork.

/etc/shell s Lists trusted shells. The chsh(1) command allo ws users to c hange

their login shell only to shells listed in this �le. ftpd , the serv er pro cess

that pro vides FTP services for a mac hine, will c hec k that the user's shell

is listed in /etc/shell s and will not let p eople log in unles the shell is

listed there.

/etc/termc ap The terminal capabilit y database. Describ es b y what \escap e se-

quences" v arious terminals can b e con trolled. Programs are written so

that instead of directly outputting an escap e sequence that only w orks

on a particular brand of terminal, they lo ok up the correct sequence to

do whatev er it is they w an t to do in /etc/termca p . As a result most

programs w ork with most kinds of terminals. See the termcap(5) ,

curs termcap(3) , and terminfo( 5) man ual pages for more informa-

tion.

MET A: HOSTNAME, adjtime, disktab, gett ydefs, net w orking (exp orts, host.conf,

hosts, hosts.equiv, inetd.conf, named.*, net w orks, n tp.conf, proto cols, resolv.conf,

rp c, services, syslog.conf ), m to ols, and so forth.

5.2.2 The /dev directory

The /dev directory con tains the sp ecial device �les for all the devices. The device �les

are named using sp ecial con v en tions; these are describ ed in app endix C. The device

�les are created during installation, and later with the /dev/MAKED EV script. The

/dev/MAKED EV. lo cal is a script written b y the system administrator that creates

lo cal-only device �les or links (i.e., those that are not part of the standard MAKEDEV ,
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suc h as device �les for some non-standard device driv er).

5.3 The /usr �lesystem

The /usr �lesystem is often large, since all programs are installed there. All �les in

/usr usually come from a Lin ux distribution; lo cally installed programs and other

stu� go es b elo w /usr/loca l . This mak es it p ossible to up date the system from

a new v ersion of the distribution, or ev en a completely new distribution, without

ha ving to install all programs again. Some of the sub directories of /usr are listed

b elo w (some of the less imp ortan t directories ha v e b een dropp ed; see the FSSTND

for more information).

/usr/X11R6 The X Windo w System, all �les. T o simplify the dev elopmen t and

installation of X, the X �les ha v e not b een in tegrated in to the rest of

the system. There is a directory tree b elo w /usr/X11R6 similar to that

b elo w /usr itself.

/usr/X386 Similar to /usr/X11R 6 , but for X11 Release 5.

/usr/bin Almost all user commands. Some commands are in /bin or in /usr/local /bi n .

/usr/sbin System administration commands that are not needed on the ro ot

�lesystem, e.g., most serv er programs.

/usr/man , /usr/info , /usr/doc Man ual pages, GNU Info do cumen ts, and miscel-

laneous other do cumen tation �les, resp ectiv ely .

/usr/inclu de Header �les for the C programming language. This should actually

b e b elo w /usr/lib for consistency , but the tradition is o v erwhelmingly

in supp ort for this name.

/usr/lib Unc hanging data �les for programs and subsystems, including some

site-wide con�guration �les. The name lib comes from library; origi-

nally libraries of programming subroutines w ere stored in /usr/lib .

/usr/local The place for lo cally installed soft w are and other �les.
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5.4 The /var �lesystem

The /var con tains data that is c hanged when the system is running normally . It is

sp eci�c for eac h system, i.e., not shared o v er the net w ork with other computers.

/var/catma n A cac he for man pages that are formatted on demand. The source

for man ual pages is usually stored in /usr/man/ma n* ; some man ual

pages migh t come with a pre-formatted v ersion, whic h is stored in

/usr/man/c at* . Other man ual pages need to b e formatted when they

are �rst view ed; the formatted v ersion is then stored in /var/man so

that the next p erson to view the same page w on't ha v e to w ait for

it to b e formatted. ( /var/catma n is often cleaned in the same w a y

temp orary directories are cleaned.)

/var/lib Files that c hange while the system is running normally .

/var/local V ariable data for programs that are installed in /usr/local (i.e., pro-

grams that ha v e b een installed b y the system administrator). Note that

ev en lo cally installed programs should use the other /var directories if

they are appropriate, e.g., /var/lock .

/var/lock Lo c k �les. Man y programs follo w a con v en tion to create a lo c k �le in

/var/lock to indicate that they are using a particular device or �le.

Other programs will notice the lo c k �le and w on't attempt to use the

device or �le.

/var/log Log �les from v arious programs, esp ecially login ( /var/log/wt mp ,

whic h logs all logins ans logouts in to the system) and syslog ( /var/log/ mes sag es ,

where all k ernel and system program message are usually stored). File

in /var/log can often gro w inde�nitely , and ma y require cleaning at

regular in terv als.

/var/run Files that con tain information ab out the system that is v alid un til the

system is next b o oted. F or example, /var/run/ut mp con tains informa-

tion ab out p eople curren tly logged in.

/var/spool Directories for mail, news, prin ter queues, and other queued w ork. Eac h

di�eren t sp o ol has its o wn sub directory b elo w /var/spool , e.g., the

mailb o xes of the users are in /var/spoo l/m ail .
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/var/tmp T emp orary �les that are large or that need to exist for a longer time

than what is allo w ed for /tmp . (Although the system administrator

migh t not allo w v ery old �les in /var/tmp either.)

5.5 The /proc �lesystem

The /proc �lesystem con tains a illusionary �lesystem. It do es not exist on a disk.

Instead, the k ernel creates it in memory . It is used to pro vide information ab out the

system (originally ab out pro cesses, hence the name). Some of the more imp ortan t

�les and directories are explained b elo w. The /proc �lesystem is describ ed in more

detail in the proc(5) man ual page.

/proc/1 A directory with information ab out pro cess n um b er 1. Eac h pro cess has

a directory b elo w /proc with the name b eing its pro cess iden ti�cation

n um b er.

/proc/cpui nfo Information ab out the pro cessor, suc h as its t yp e, mak e, mo del, and

p erfomance.

/proc/devi ces List of device driv ers con�gured in to the curren tly running k ernel.

/proc/dma Sho ws whic h DMA c hannels are b eing used at the momen t.

/proc/file sys te ms Filesystems con�gured in to the k ernel.

/proc/inte rru pt s Sho ws whic h in terrupts are in use, and ho w man y of eac h there

ha v e b een.

/proc/iopo rts Whic h I/O p orts are in use at the momen t.

/proc/kcor e An image of the ph ysical memory of the system. This is exactly the

same size as y our ph ysical memory , but do es not really tak e up that

m uc h memory; it is generated on the 
y as programs access it. (Re-

mem b er: unless y ou cop y it elsewhere, nothing under /proc tak es up

an y disk space at all.)

/proc/kmsg Messages output b y the k ernel. These are also routed to syslog .

/proc/ksym s Sym b ol table for the k ernel.
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/proc/load avg The `load a v erage' of the system; three meaningless indicators of

ho w m uc h w ork the system has to do at the momen t.

/proc/memi nfo Information ab out memory usage, b oth ph ysical and sw ap.

/proc/modu les Whic h k ernel mo dules are loaded at the momen t.

/proc/net Status information ab out net w ork proto cols.

/proc/self A sym b olic link to the pro cess directory of the program that is lo oking

at /proc . When t w o pro cesses lo ok at /proc , they get di�eren t links.

This is mainly a con v enience to mak e it easier for programs to get at

their pro cess directory .

/proc/stat V arious statistics ab out the system, suc h as the n um b er of page faults

since the system w as b o oted.

/proc/upti me The time the system has b een up.

/proc/vers ion The k ernel v ersion.

Note that while the ab o v e �les tend to b e easily readable text �les, they can sometimes

b e formatted in a w a y that is not easily digestable. There are man y commands that

do little more than read the ab o v e �les and format them for easier understanding. F or

example, the free program reads /proc/mem inf o and con v erts the amoun ts giv en in

b ytes to kilob ytes (and adds a little more information, as w ell).
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This section describ es the Lin ux memory managemen t features, i.e., virtual memory

and the disk bu�er cac he. The purp ose and w orkings and the things the system

administrator needs to tak e in to consideration are describ ed.

6.1 What is virtual memory?

Lin ux supp orts virtual memory , that is, using a disk as an extension of RAM so

that the e�ectiv e size of usable memory gro ws corresp ondingly . The k ernel will write

the con ten ts of a curren tly un used blo c k of memory to the hard disk so that the

memory can b e used for another purp ose. When the original con ten ts are needed

again, they are read bac k in to memory . This is all made completely transparen t
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to the user; programs running under Lin ux only see the larger amoun t of memory

a v ailable and don't notice that parts of them reside on the disk from time to time.

Of course, reading and writing the hard disk is slo w er (on the order of a thousand

times slo w er) than using real memory , so the programs don't run as fast. The part

of the hard disk that is used as virtual memory is called the sw ap space .

Lin ux can use either a normal �le in the �lesystem or a separate partition for sw ap

space. A sw ap partition is faster, but it is easier to c hange the size of a sw ap �le

(there's no need to repartition the whole hard disk, and p ossibly install ev erything

from scratc h). When y ou kno w ho w m uc h sw ap space y ou need, y ou should go for a

sw ap partition, but if y ou are uncertain, y ou can use a sw ap �le �rst, use the system

for a while so that y ou can get a feel for ho w m uc h sw ap y ou need, and then mak e a

sw ap partition when y ou're con�den t ab out its size.

Y ou should also kno w that Lin ux allo ws one to use sev eral sw ap partitions and/or

sw ap �les at the same time. This means that if y ou only o ccasionally need an un usual

amoun t of sw ap space, y ou can set up an extra sw ap �le at suc h times, instead of

k eeping the whole amoun t allo cated all the time.

6.2 Creating a sw ap area

A sw ap �le is an ordinary �le; it is in no w a y sp ecial to the k ernel. The only thing

that matters to the k ernel is that it has no holes, and that it is prepared for use with

mkswap(8) . It m ust reside on a lo cal disk, ho w ev er; it can't reside in a �lesystem

that has b een moun ted o v er NFS.

The bit ab out holes is imp ortan t. The sw ap �le reserv es the disk space so that

the k ernel can quic kly sw ap out a page without ha ving to go through all the things

that are necessary when allo cating a disk sector to a �le. The k ernel merely uses an y

sectors that ha v e already b een allo cated to the �le. Because a hole in a �le means

that there are no disk sectors allo cated (for that place in the �le), it is not go o d for

the k ernel to try to use them.

One go o d w a y to create the sw ap �le without holes is through the follo wing com-

mand:

ttyp5 root ~ $ dd if=/dev/zero of=/extra-sw ap bs=1024 coun t=1024

1024+0 records in

1024+0 records out

ttyp5 root ~ $



6.3. Using a swap ar e a 65

where /extra-swap is the name of the sw ap �le and the size of is giv en after the

count= . It is b est for the size to b e a m ultiple of 4, b ecause the k ernel writes out

memory pages , whic h are 4 kilob ytes in size. If the size is not a m ultiple of 4, the

last couple of kilob ytes ma y b e un used.

A sw ap partition is also not sp ecial in an y w a y . Y ou create it just lik e an y other

partition; the only di�erence is that it is used as a ra w partition, that is, it will

not con tain an y �lesystem at all. It is a go o d idea to mark sw ap partitions as t yp e

82 (Lin ux sw ap); this will the mak e partition listings clearer, ev en though it is not

strictly necessary to the k ernel.

After y ou ha v e created a sw ap �le or a sw ap partition, y ou need to write a signature

to its b eginning; this con tains some administrativ e information and is used b y the

k ernel. The command to do this is mkswap(8) , used lik e this:

ttyp5 root ~ $ mksw ap /extra-sw ap 1024

Setting up swapspac e, size = 1044480 bytes

ttyp5 root ~ $

Note that the sw ap space is still not in use y et: it exists, but the k ernel do es not use

it to pro vide virtual memory .

The Lin ux memory manager limits the size of eac h sw ap area to 127.5 MB. A

larger sw ap space can b e created, but only the �rst 127.5 MB are actually used. Y ou

can, ho w ev er, use up to 16 sw ap spaces sim ultaneously , for a total of almost 2 GB.

1

6.3 Using a sw ap area

An initialized sw ap area is tak en in to use with swapon(8) . This command tells the

k ernel that the sw ap area can b e used. The path to the sw ap area is giv en as the

argumen t, so to start sw apping on a temp orary sw ap �le one migh t use the follo wing

command.

swapon /usr/tmp/t em por ary -s wap -f ile ttyp5 root ~ $ sw ap on /extra-sw ap

ttyp5 root ~ $

Sw ap areas can b e used automatically b y listing them in the /etc/fstab �le.

/dev/hda8 swap swap defaults

1

A gigab yte here, a gigab yte there, prett y so on w e start talking ab out real memory .
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The startup scripts will run the command swapon -a , whic h will start sw apping on

all the sw ap areas listed in /etc/fstab . Therefore, the swapon command is usually

used only when extra sw ap is needed.

Y ou can monitor the use of sw ap areas with free(1) . It will tell the total amoun t

of sw ap space used. The same information is a v ailable via top(1) , or using the proc

�lesystem in �le /proc/mem inf o . It is curren tly di�cult to get information on the

use of a sp eci�c sw ap area.

A sw ap area can b e remo v ed from use with swapoff(8) . It is usually not necessary

to do it, except for temp orary sw ap areas. An y pages in use in the sw ap area are

sw app ed in �rst; if there is not su�cien t ph ysical memory to hold them, they will then

b e sw app ed out (to some other sw ap area). If there is not enough virtual memory to

hold all of the pages Lin ux will start to trash; after a long while it should reco v er,

but mean while the system is un usable. Y ou should c hec k (e.g., with free ) that there

is enough free memory b efore remo ving a sw ap space from use.

All the sw ap areas that are used automatically with swapon -a can b e remo v ed

from use with swapoff -a ; it lo oks at the �le /etc/fsta b to �nd what to remo v e.

An y man ually used sw ap areas will remain in use.

Sometimes a lot of sw ap space can b e in use ev en though there is a lot of free

ph ysical memory . This can happ en for instance if at one p oin t there is need to sw ap,

but later a big pro cess that o ccupied m uc h of the ph ysical memory terminates and

frees the memory . The sw app ed-out data is not automatically sw app ed in un til it is

needed, so the ph ysical memory ma y remain free for a long time. There is no need to

w orry ab out this, but it can b e comforting to kno w what is happ ening.

6.4 Sharing sw ap areas with other op erating systems

Virtual memory is built in to man y op erating systems. Since they eac h need it only

when they are running, i.e., nev er at the same time, the sw ap areas of all but the

curren tly running one are b eing w asted. It w ould b e more e�cien t for them to share a

single sw ap area. This is p ossible, but can require a bit of hac king. The Tips-HO WTO

con tains some advice on ho w to implem en t this.
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6.5 Allo cating sw ap space

Some p eople will tell y ou that y ou should allo cate t wice as m uc h sw ap space as y ou

ha v e ph ysical memory , but this is a b ogus rule. Here's ho w to do it prop erly:

1. Estimate y our total memory needs. This is the largest amoun t of memory y ou'll

probably need at a time, that is the sum of the memory requiremen ts of all the

programs y ou w an t to run at the same time. This can b e done b y running at the

same time all the programs y ou are lik ely to ev er b e running at the same time.

F or instance, if y ou w an t to run X, y ou should allo cate ab out 8 MB for it,

gcc w an ts sev eral megab ytes (some �les need an un usually large amoun t, up to

sev eral tens of megab ytes, but usually ab out four should do), and so on. The

k ernel will use ab out a megab yte b y itself, and the usual shells and other small

utilities p erhaps a few h undred kilob ytes (sa y a megab yte together). There is no

need to try to b e exact, rough estimates are �ne, but y ou migh t w an t to b e on the

p essimistic side. Remem b er that if there are going to b e sev eral p eople using the

system at the same time, they are all going to consume memory . (Ho w ev er, if t w o

p eople run the same program at the same time, the total memory consumption

is usually not double, since co de pages and shared libraries exist only once.) The

free(8) and ps(1) commands are useful for estimating the mem ory needs.

2. Add some securit y to the estimate in step 1. This is b ecause estimates of program

sizes will probably b e wrong, b ecause y ou'll probably forget some programs y ou

w an t to run, and to mak e certain that y ou ha v e some extra space just in case. A

couple of megab ytes should b e �ne. (It is b etter to allo cate to o m uc h than to o

little sw ap space, but there's no need to o v er-do it and allo cate the whole disk,

since un used sw ap space is w asted space; see later ab out adding more sw ap.)

Also, since it is nicer to deal with ev en n um b ers, y ou can round the v alue up to

the next full megab yte.

3. Based on the computations in steps 1 and 2, y ou kno w ho w m uc h memory y ou'll

b e needing in total. So, in order to allo cate sw ap space, y ou just need to subtract

the size of y our ph ysical memory from the total memory needed, and y ou kno w

ho w m uc h sw ap space y ou need. (On some v ersions of UNIX, y ou need to allo cate

space for an image of the ph ysical memory as w ell, so the amoun t computed in

step 2 is what y ou need and y ou shouldn't do the subtraction.)

4. If y our calculated sw ap area is v ery m uc h larger than y our ph ysical memory

(more than a couple times larger), y ou should probably in v est in more ph ysical

memory , otherwise p erformance will b e to o lo w.
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6.6 The bu�er cac he

Reading from a disk

2

is v ery slo w compared to accessing (real) memory . In addition,

it is common to read the same part of a disk sev eral times during relativ ely short

p erio ds of time. F or example, one migh t �rst read an e-mail message, then read the

letter in to an editor when replying to it, then mak e the mail program read it again

when cop ying it to a folder. Or, consider ho w often the command ls migh t b e run

on a system with man y users. By reading the information from disk only once and

then k eeping it in memory un til no longer needed, one can sp eed up all but the �rst

read. This is called disk bu�ering , and the memory used for the purp ose is called

the bu�er cac he .

Since memory is, unfortunately , a �nite, na y , scarce resource, the bu�er cac he

usually cannot b e big enough (it can't hold all the data one ev er w an ts to use). When

the cac he �lls up, the data that has b een un used for the longest time is discarded and

the memory th us freed is used for the new data.

Disk bu�ering w orks for writes as w ell. On the one hand, data that is written

is often so on read again (e.g., a source co de �le is sa v ed to a �le, then read b y the

compiler), so putting data that is written in the cac he is a go o d idea. On the other

hand, b y only putting the data in to the cac he, not writing it to disk at once, the

program that writes runs quic k er. The writes can then b e done in the bac kground,

without slo wing do wn the other programs.

Most op erating systems ha v e bu�er cac hes (although they migh t b e called some-

thing else), but not all of them w ork according to the ab o v e principles. Some are

write-through : the data is written to disk at once (it is k ept in the cac he as w ell,

of course). The cac he is called write-bac k if the writes are done at a later time.

W rite-bac k is more e�cien t than write-through, but also a bit more prone to errors:

if the mac hine crashes, or the p o w er is cut at a bad momen t, or the 
opp y is remo v ed

from the disk driv e b efore the data in the cac he w aiting to b e written gets written,

the c hanges in the cac he are usually lost. This migh t ev en mean that the �lesystem

(if there is one) is not in full w orking order, p erhaps b ecause the un written data held

imp ortan t c hanges to the b o okk eeping information. Because of this, y ou should nev er

turn o� the p o w er without using a prop er sh utdo wn pro cedure (see an as y et un writ-

ten c hapter), or remo v e a 
opp y from the disk driv e un til it has b een unmoun ted (if

it w as moun ted) or after whatev er program is using it has signaled that it is �nished

and the 
opp y driv e ligh t do esn't shine an ymore. The sync(8) command 
ushes

the bu�er, i.e., forces all un written data to b e written to disk, and can b e used when

2

Except a RAM disk, for ob vious reasons.
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one w an ts to b e sure that ev erything is safely written. In traditional UNIX systems,

there is a program running in the bac kground whic h do es a sync ev ery 30 seconds, so

it is usually not necessary to use sync . Lin ux has an additional daemon, bdflush(8) ,

that do es a more imp erfect sync more frequen tly to a v oid the sudden freeze due to

hea vy disk I/O that sync sometimes causes.

The cac he do es not actually bu�er �les, but blo c ks, whic h are the smallest units

of disk I/O (under Lin ux, they are usually 1 kB). This w a y , also directories, sup er

blo c ks, other �lesystem b o okk eeping data, and non-�lesystem disks are cac hed.

The e�ectiv eness of a cac he is primarily decided b y its size. A small cac he is next

to useless: it will hold so little data that all all cac hed data is 
ushed from the cac he

b efore it is reused. The critical size dep ends on ho w m uc h data is read and written,

and ho w often the same data is accessed. The only w a y to kno w is to exp erimen t.

If the cac he is of a �xed size, it is not v ery go o d to ha v e it to o big, either, b ecause

that migh t mak e the free memory to o small and cause sw apping (whic h is also slo w).

T o mak e the most e�cien t use of real memory , Lin ux automatically uses all free RAM

for bu�er cac he, but also automatically mak es the cac he smaller when programs need

more memory .

Under Lin ux, y ou do not need to do an ything to mak e use of the cac he, it happ ens

completely automatically . Except for follo wing the prop er pro cedures for sh utdo wn

and remo ving 
oppies, y ou do not need to w orry ab out it.
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Chapter 7

Logging In And Out

This chapter ne e ds a quote. Suggestions, anyone?

This section describ es what happ ens when a user logs in or out. The v arious in ter-

actions of bac kground pro cesses, log �les, con�guration �les, and so on are describ ed

in some detail.

7.1 Logins via terminals

Figure 7.1 sho ws ho w logins happ en via terminals. First, init mak es sure there is a

getty program for the terminal connection (or console). getty listens at the terminal

and w aits for the user to notify that he is ready to login in (this usually means that

the user m ust t yp e something). When it notices a user, getty outputs a w elcome

message (stored in /etc/issue ), and prompts for the username, and �nally runs the

login program. login gets the username as a parameter, and prompts the user for

the passw ord. If these matc h, login starts the shell con�gured for the user; else it

just exits and terminates the pro cess (p erhaps after giving the user another c hance

at en tering the username and passw ord). init notices that the pro cess terminated,

and starts a new getty for the terminal.

Note that the only pro cess new pro cess is created b y init (using the fork(2)

system call); getty and login only replace the program running in the pro cess (using

the exec(3) system call).

A separate program for noticing the user is needed for serial lines, since it can b e

(and traditionally w as) complicated to notice when a terminal b ecomes activ e. getty
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also adapts to the sp eed and other settings of the connection, whic h is imp ortan t

esp ecially for dial-in connections, where these parameters ma y c hange from call to

call.

There are sev eral v ersions of getty and init in use, all with their go o d and bad

p oin ts. It is a go o d idea to learn ab out the v ersions on y our system, and also ab out

the other v ersions (y ou could use the Lin ux Soft w are Map to searc h them). If y ou

don't ha v e dial-in's, y ou probably don't ha v e to w orry ab out getty , but init is still

imp ortan t.

7.2 Logins via the net w ork

Tw o computers in the same net w ork are usually link ed via a single ph ysical cable.

When they comm unic ate o v er the net w ork, the programs in eac h computer that tak e

part in the comm uni cation are link ed via a virtual connection , a sort of imaginary

cable. As far as the programs at either end of the virtual connection are concerned,

they ha v e a monop oly on their o wn cable. Ho w ev er, since the cable is not real, only

imaginary , the op erating systems of b oth computers can ha v e sev eral virtual con-

nections share the same ph ysical cable. This w a y , using just a single cable, sev eral

programs can comm unic ate without ha ving to kno w of or care ab out the other com-

m unications. It is ev en p ossible to ha v e sev eral computers use the same cable; the

virtual connections exist b et w een t w o computers, and the other computers ignore

those connections that they don't tak e part in.

That's a complicated and o v er-abstracted description of the realit y . It migh t,

ho w ev er, b e go o d enough to understand the imp ortan t reason wh y net w ork logins are

somewhat di�eren t from normal logins. The virtual connections are established when

there are t w o programs on di�eren t computers that wish to comm unicate. Since it is

in principle p ossible to login from an y computer in a net w ork to an y other computer,

there is a h uge n um b er of p oten tial virtual comm unications. Because of this, it is not

practical to start a getty for eac h p oten tial login.

There is a single pro cess corresp onding to getty that handles al l net w ork logins.

When it notices an incoming net w ork login (i.e., it notices that it gets a new virtual

connection to some other computer), it starts a new pro cess to handle that single

login. The original pro cess remains and con tin ues to listen for new logins.

T o mak e things a bit more complicated, there is more than one comm unication

proto col for net w ork logins. The t w o most imp ortan t ones are telnet and rlogin .

In addition to logins, there are man y other virtual connections that ma y b e made (for
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FTP , Gopher, HTTP , and other net w ork services). It w ould b e ine�ectiv e to ha v e a

separate pro cess listening for a particular t yp e of connection, so instead there is only

one listener that can recognize the t yp e of the connection and can start the correct

t yp e of program to pro vide the service. This single listener is called inetd ; see the

\Lin ux Net w ork Administrators' Guide" for more information.

7.3 What login do es

The login program tak es care of authen ticating the user (making sure that the user-

name and passw ord matc h), and of setting up an initial en vironmen t for the user b y

setting p ermissions for the serial line and starting the shell.

P art of the initial setup is outputting the con ten ts of the �le /etc/motd (short

for message of the da y) and c hec king for electronic mail. These can b e disabled b y

creating a �le called .hushlogin in the user's home directory .

If the �le /etc/nologi n exists, logins are disabled. That �le is t ypically created

b y shutdown(8) and relativ es. login c hec ks for this �le, and will refuse to accept a

login if it exists. If it do es exist, login outputs it con ten ts to the terminal b efore it

quits.

login logs all failed login attempts in a system log �le (via syslog ). It also logs

al l logins b y root . Both of these can b e useful when trac king do wn in truders.

Curren tly logged in p eople are listed in /var/run/ utm p . This �le is v alid only un til

the system is next reb o oted or sh ut do wn; it is cleared when the system is b o oted. It

lists eac h user and the terminal (or net w ork connection) he is using, along with some

other useful information. The who , w , and other similar commands lo ok in utmp to

see who are logged in.

All successful logins are recorded in to /var/log/wt mp . This �le will gro w without

limit, so it m ust b e cleaned regularly , for example b y ha ving a w eekly cron job to

clear it.

1

The last command bro wses wtmp .

Both utmp and wtmp are in a binary format (see the utmp(5) man ual page); it is

unfortunately not con v enien t to examine them without sp ecial programs.

1

Go o d Lin ux distributions do this out of the b o x.
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7.4 X and xdm

MET A: X implem e n ts logins via xdm; also: xterm -ls

7.5 Access con trol

The user database is traditionally con tained in the /etc/passw d �le. Some systems

use shado w passw ords , and ha v e mo v ed the passw ords to /etc/shad ow . Sites with

man y computers that share the accoun ts use NIS or some other metho d to store

the user database; they migh t also automatically cop y the database from one cen tral

lo cation to all other computers.

The user database con tains not only the passw ords, but also some additional infor-

mation ab out the users, suc h as their real names, home directories, and login shells.

This other information needs to b e public, so that an y one can read it. Therefore the

passw ord is stored encrypted. This do es ha v e the dra wbac k that an y one with access

to the encrypted passw ord can use v arious cryptographical metho ds to guess it, with-

out trying to actually log in to the computer. Shado w passw ords try to a v oid this

b y mo ving the passw ord in to another �le, whic h only root can read (the passw ord

is still stored encrypted). Ho w ev er, installing shado w passw ords later on to a system

that did not supp ort them can b e di�cult.

With or without passw ords, it is imp ortan t to mak e sure that all passw ords in a

system are go o d, i.e., not easily guessable. The crack program can b e used to crac k

passw ords; an y passw ord it can �nd is b y de�nition not a go o d one. While crack

can b e run b e in truders, it can also b e run b y the system adminstrator to a v oid bad

passw ords. Go o d passw ords can also b e enforced b y the passwd(1) program; this is

in fact more e�ectiv e in CPU cycles, since crac king passw ords requires quite a lot of

computation.

The user group database is k ept in /etc/group ; for systems with shado w pass-

w ords, there can b e a /etc/shadow .gr oup .

root usually can't login via most terminals or the net w ork, only via terminals

listed in the /etc/secu ret ty �le. This mak es it necessary to get ph ysical access to

one of these terminals. It is, ho w ev er, p ossible to log in via an y terminal as an y other

user, and use the su command to b ecome root .
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7.6 Shell startup

When an in teractiv e login shell starts, it automatically executes one or more pre-

de�ned �les. Di�eren t shells execute di�eren t �les; see the do cumen tation of eac h

shell for further information.

Most shells �rst run some global �le, for example, the Bourne shell ( /bin/sh )

and its deriv ativ es execute /etc/prof ile ; in addition, they execute

~

/.profile .

/etc/profi le allo ws the system administrator to ha v e set up a common user en-

vironmen t, esp ecially b y setting the P A TH to include lo cal command directories in

addition to the normal ones. On the other hand,

~

/.profile allo ws the user to cus-

tomize the en vironmen t to his o wn tastes b y o v erriding, if necessary , the default

en vironmen t.
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init: fork +

exec("/sbin/getty")

getty: wait for user

do they match?

login: exec("/bin/sh")

sh: read and execute

commands

sh: exit

login: exit

login: read password

exec("/bin/login")

getty: read username,

no

yes

START

Figure 7.1: Logins via terminals: the in teraction of init , getty , login , and the shell (here,

/bin/sh ).



App endix A

Design and Implemen tation of the

Second Extended Filesystem

This app endix is a pap er written b y R � em y Card ( card@masi .i bp. fr ), Theo dore

Ts'o ( tytso@mit.e du ), and Stephen Tw eedie ( sct@dcs.ed .ac .uk ), the designers and

implem en tors of the ext2 �lesystem. It w as �rst published in the Pro ceedings of the

First Dutc h In ternational Symp osium on Lin ux, ISBN 90 367 0385 9.

In tro duction

Lin ux is a Unix-lik e op erating system, whic h runs on PC-386 computers. It w as

implem en te d �rst as extension to the Minix op erating system [9] and its �rst v ersions

included supp ort for the Minix �lesystem only . The Minix �lesystem con tains t w o

serious limitations: blo c k addresses are stored in 16 bit in tegers, th us the maximal

�lesystem size is restricted to 64 mega b ytes, and directories con tain �xed-size en tries

and the maximal �le name is 14 c haracters.

W e ha v e designed and impleme n ted t w o new �lesystems that are included in the

standard Lin ux k ernel. These �lesystems, called \Extended File System" (Ext fs) and

\Second Extended File System" (Ext2 fs) raise the limitations and add new features.

In this pap er, w e describ e the history of Lin ux �lesystems. W e brie
y in tro duce the

fundamen tal concepts implem en t ed in Unix �lesystems. W e presen t the implem en-

tation of the Virtual File System la y er in Lin ux and w e detail the Second Extended

File System k ernel co de and user mo de to ols. Last, w e presen t p erformance measure-

men ts made on Lin ux and BSD �lesystems and w e conclude with the curren t status
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of Ext2fs and the future directions.

A.1 History of Lin ux �lesystems

In its v ery early da ys, Lin ux w as cross-dev elop ed under the Minix op erating system.

It w as easier to share disks b et w een the t w o systems than to design a new �lesystem,

so Lin us T orv alds decided to implem e n t supp ort for the Minix �lesystem in Lin ux.

The Minix �lesystem w as an e�cien t and relativ ely bug-free piece of soft w are.

Ho w ev er, the restrictions in the design of the Minix �lesystem w ere to o limiting,

so p eople started thinking and w orking on the implem en tation of new �lesystems in

Lin ux.

In order to ease the addition of new �lesystems in to the Lin ux k ernel, a Virtual

File System (VFS) la y er w as dev elop ed. The VFS la y er w as initially written b y Chris

Pro v enzano, and later rewritten b y Lin us T orv alds b efore it w as in tegrated in to the

Lin ux k ernel. It will b e describ ed in section A.3 of this pap er.

After the in tegration of the VFS in the k ernel, a new �lesystem, called the \Ex-

tended File System" w as implem en ted in April 1992 and added to Lin ux 0.96c. This

new �lesystem remo v ed the t w o big Minix limitations: its maximal size w as 2 giga

b ytes and the maximal �le name size w as 255 c haracters. It w as an impro v em en t o v er

the Minix �lesystem but some problems w ere still presen t in it. There w as no supp ort

for the separate access, ino de mo di�cation, and data mo di�cation timestamps. The

�lesystem used link ed lists to k eep trac k of free blo c ks and ino des and this pro duced

bad p erformances: as the �lesystem w as used, the lists b ecame unsorted and the

�lesystem b ecame fragmen ted.

As a resp onse to these problems, t w o new �lesytems w ere released in Alpha v ersion

in Jan uary 1993: the Xia �lesystem and the Second Extended File System. The Xia

�lesystem w as hea vily based on the Minix �lesystem k ernel co de and only added a few

impro v em en ts o v er this �lesystem. Basically , it pro vided long �le names, supp ort for

bigger partitions and supp ort for the three timestamps. On the other hand, Ext2fs w as

based on the Extfs co de with man y reorganizations and man y impro v em en ts. It had

b een designed with ev olution in mind and con tained space for future impro v em en ts.

It will b e describ ed with more details in section A.4.

When the t w o new �lesystems w ere �rst released, they pro vided essen tially the

same features. Due to its minim al design, Xia fs w as more stable than Ext2fs. As the

�lesystems w ere used more widely , bugs w ere �xed in Ext2fs and lots of impro v em en ts
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and new features w ere in tegrated. Ext2fs is no w v ery stable and has b ecome the de-

facto standard Lin ux �lesystem.

The table A.1 con tains a summary of the features pro vided b y the di�eren t �lesys-

tems.

T able A.1: Summary of the �lesystem features

Minix FS Ext FS Ext2 FS Xia FS

Max FS size 64 MB 2 GB 4 TB 2 GB

Max �le size 64 MB 2 GB 2 GB 64 MB

Max �le name 16/30 c 255 c 255 c 248 c

3 times supp ort No No Y es Y es

Extensible No No Y es No

V ar. blo c k size No No Y es No

Main tained Y es No Y es ?

A.2 Basic File System Concepts

Ev ery Lin ux �lesystem implem e n ts a basic set of common concepts deriv ated from

the Unix op erating system [2]: �les are represen ted b y ino des, directories are simply

�les con taining a list of en tries and devices can b e accessed b y requesting I/O on

sp ecial �les.

A.2.1 Ino des

Eac h �le is represen ted b y a structure, called an ino de. Eac h ino de con tains the

description of the �le: �le t yp e, access righ ts, o wners, timestamps, size, p oin ters to

data blo c ks. The addresses of data blo c ks allo cated to a �le are stored in its ino de.

When a user requests an I/O op eration on the �le, the k ernel co de con v erts the

curren t o�set to a blo c k n um b er, uses this n um b er as an index in the blo c k addresses

table and reads or writes the ph ysical blo c k. Figure A.1 represen ts the structure of

an ino de.
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Direct blocks

Indirect blocks

Double indirect

blocks

inode

Infos

Figure A.1: Structure of an ino de

A.2.2 Directories

Directories are structured in a hierarc hical tree. Eac h directory can con tain �les and

sub directories.

Directories are implem e n ted as a sp ecial t yp e of �les. Actually , a directory is a �le

con taining a list of en tries. Eac h en try con tains an ino de n um b er and a �le name.

When a pro cess uses a pathname, the k ernel co de searc hs in the directories to �nd

the corresp onding ino de n um b er. After the name has b een con v erted to an ino de

n um b er, the ino de is loaded in to memory and is used b y subsequen t requests.

Figure A.2 represen ts a directory .

A.2.3 Links

Unix �lesystems implem en t the concept of link. Sev eral names can b e asso ciated

with a ino de. The ino de con tains a �eld con taining the n um b er asso ciated with the

�le. Adding a link simply consists in creating a directory en try , where the ino de

n um b er p oin ts to the ino de, and in incremen ting the links coun t in the ino de. When

a link is deleted, i.e. when one uses the rm command to remo v e a �lename, the k ernel

decremen ts the links coun t and deallo cates the ino de if this coun t b ecomes zero.
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Inode table

Directory

i1

i2

i4

i1

name1

name2

name3

name4

Figure A.2: Structure of a directory

This t yp e of link is called a hard link and can only b e used within a single �lesystem:

it is imp ossible to create cross-�lesystem hard links. Moreo v er, hard links can only

p oin t on �les: a directory hard link cannot b e created to prev en t the apparition of a

cycle in the directory tree.

Another kind of links exists in most Unix �lesystems. Sym b olic links are simply

�les whic h con tain a �lename. When the k ernel encoun ters a sym b olic link during

a pathname to ino de con v ersion, it replaces the name of the link b y its con ten ts,

i.e. the name of the target �le, and restarts the pathname in terpretation. Since a

sym b olic link do es not p oin t to an ino de, it is p ossible to create cross-�lesystems

sym b olic links. Sym b olic links can p oin t to an y t yp e of �le, ev en on nonexisten t �les.

Sym b olic links are v ery useful b ecause they don't ha v e the limitations asso ciated to

hard links. Ho w ev er, they use some disk space, allo cated for their ino de and their

data blo c ks, and cause an o v erhead in the pathname to ino de con v ersion b ecause the

k ernel has to restart the name in terpretation when it encoun ters a sym b olic link.

A.2.4 Device sp ecial �les

In Unix-lik e op erating systems, devices can b e accessed via sp ecial �les. A device

sp ecial �le do es not use an y space on the �lesystem. It is only an access p oin t to the

device driv er.

Tw o t yp es of sp ecial �les exist: c haracter and blo c k sp ecial �les. The former allo ws

I/O op erations in c haracter mo de while the later requires data to b e written in blo c k

mo de via the bu�er cac he functions. When an I/O request is made on a sp ecial �le,

it is forw arded to a (pseudo) device driv er. A sp ecial �le is referenced b y a ma jor
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n um b er, whic h iden ti�es the device t yp e, and a minor n um b er, whic h iden ti�es the

unit.

A.3 The Virtual File System

A.3.1 Principle

The Lin ux k ernel con tains a Virtual File System la y er whic h is used during system

calls acting on �les. The VFS is an indirection la y er whic h handles the �le orien ted

system calls and calls the necessary functions in the ph ysical �lesystem co de to do

the I/O.

This indirection mec hanism is frequen tly used in Unix-lik e op erating systems to

ease the in tegration and the use of sev eral �lesystem t yp es [5, 8].

When a pro cess issues a �le orien ted system call, the k ernel calls a function con-

tained in the VFS. This function handles the structure indep enden t manipulations

and redirects the call to a function con tained in the ph ysical �lesystem co de, whic h

is resp onsible for handling the structure dep enden t op erations. Filesystem co de uses

the bu�er cac he functions to request I/O on devices. This sc heme is illustrated on

�gure A.3.

A.3.2 The VFS structure

The VFS de�nes a set of functions that ev ery �lesystem has to implem en t. This in ter-

face is made up of a set of op erations asso ciated to three kinds of ob jects: �lesystems,

ino des, and op en �les.

The VFS kno ws ab out �lesystem t yp es supp orted in the k ernel. It uses a table

de�ned during the k ernel con�guration. Eac h en try in this table describ es a �lesystem

t yp e: it con tains the name of the �lesystem t yp e and a p oin ter on a function called

during the moun t op eration. When a �lesystem is to b e moun ted, the appropriate

moun t function is called. This function is resp onsible for reading the sup erblo c k

from the disk, initializing its in ternal v ariables, and returning a moun ted �lesystem

descriptor to the VFS. After the �lesystem is moun ted, the VFS functions can use

this descriptor to access the ph ysical �lesystem routines.

A moun ted �lesystem descriptor con tains sev eral kinds of data: informations that

are common to ev ery �lesystem t yp es, p oin ters to functions pro vided b y the ph ysical

�lesystem k ernel co de, and priv ate data main tained b y the ph ysical �lesystem co de.
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Buffer Cache

User process

System call (trap)

System calls interface

VFS

Linux Kernel
Minix FS DOS FS ext FS ext2 FS

Device drivers

I/O request

Disk controler Hardware

Figure A.3: The VFS La y er

The function p oin ters con tained in the �lesystem descriptors allo w the VFS to access

the �lesystem in ternal routines.

Tw o other t yp es of descriptors are used b y the VFS: an ino de descriptor and an

op en �le descriptor. Eac h descriptor con tains informations related to �les in use

and a set of op erations pro vided b y the ph ysical �lesystem co de. While the ino de

descriptor con tains p oin ters to functions that can b e used to act on an y �le (e.g.

create , unlink ), the �le descriptors con tains p oin ter to functions whic h can only act

on op en �les (e.g. read , write ).

A.4 The Second Extended File System

A.4.1 Motiv ations

The Second Extended File System has b een designed and implem en te d to �x some

problems presen t in the �rst Extended File System. Our goal w as to pro vide a p o w-

erful �lesystem, whic h implem e n ts Unix �le seman tics and o�ers adv anced features.
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Of course, w e w an ted to Ext2fs to ha v e excellen t p erformance. W e also w an ted to

pro vide a v ery robust �lesystem in order to reduce the risk of data loss in in tensiv e

use. Last, but not least, Ext2fs had to include pro vision for extensions to allo w users

to b ene�t from new features without reformatting their �lesystem.

A.4.2 \Standard" Ext2fs features

The Ext2fs supp orts standard Unix �le t yp es: regular �les, directories, device sp ecial

�les and sym b olic links.

Ext2fs is able to manage �lesystems created on really big partitions. While the

original k ernel co de restricted the maximal �lesystem size to 2 GB, recen t w ork in

the VFS la y er ha v e raised this limit to 4 TB. Th us, it is no w p ossible to use big disks

without the need of creating man y partitions.

Ext2fs pro vides long �le names. It uses v ariable length directory en tries. The

maximal �le name size is 255 c haracters. This limit could b e extended to 1012 if

needed.

Ext2fs reserv es some blo c ks for the sup er user ( root ). Normally , 5% of the blo c ks

are reserv ed. This allo ws the administrator to reco v er easily from situations where

user pro cesses �ll up �lesystems.

A.4.3 \Adv anced" Ext2fs features

In addition to the standard Unix features, Ext2fs supp orts some extensions whic h are

not usually presen t in Unix �lesystems.

File attributes allo w the users to mo dify the k ernel b eha vior when acting on a set

of �les. One can set attributes on a �le or on a directory . In the later case, new �les

created in the directory inherit these attributes.

BSD or System V Release 4 seman tics can b e selected at moun t time. A moun t

option allo ws the administrator to c ho ose the �le creation seman tics. On a �lesystem

moun ted with BSD seman tics, �les are created with the same group id as their paren t

directory . System V seman tics are a bit more complex: if a directory has the setgid

bit set, new �les inherit the group id of the directory and sub directories inherit the

group id and the setgid bit; in the other case, �les and sub directories are created with

the primary group id of the calling pro cess.

BSD-lik e sync hronous up dates can b e used in Ext2fs. A moun t option allo ws

the administrator to request that metadata (ino des, bitmap blo c ks, indirect blo c ks
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and directory blo c ks) b e written sync hronously on the disk when they are mo di�ed.

This can b e useful to main tain a strict metadata consistency but this leads to p o or

p erformances. Actually , this feature is not normally used, since in addition to the

p erformance loss asso ciated with using sync hronous up dates of the metadata, it can

cause corruption in the user data whic h will not b e 
agged b y the �lesystem c hec k er.

Ext2fs allo ws the administrator to c ho ose the logical blo c k size when creating the

�lesystem. Blo c k sizes can t ypically b e 1024, 2048 and 4096 b ytes. Using big blo c k

sizes can sp eed up I/O since few er I/O requests, and th us few er disk head seeks, need

to b e done to access a �le. On the other hand, big blo c ks w aste more disk space: on

the a v erage, the last blo c k allo cated to a �le is only half full, so as blo c ks get bigger,

more space is w asted in the last blo c k of eac h �le. In addition, most of the adv an tages

of larger blo c k sizes are obtained b y Ext2 �lesystem's preallo cation tec hniques (see

section A.4.5).

Ext2fs implem e n ts fast sym b olic links. A fast sym b olic link do es not use an y data

blo c k on the �lesystem. The target name is not stored in a data blo c k but in the ino de

itself. This p olicy can sa v e some disk space (no data blo c k needs to b e allo cated) and

sp eeds up link op erations (there is no need to read a data blo c k when accessing suc h

a link). Of course, the space a v ailable in the ino de is limited so not ev ery link can b e

implem en te d as a fast sym b olic link. The maximal size of the target name in a fast

sym b olic link is 60 c haracters. W e plan to extend this sc heme to small �les in a near

future.

Ext2fs k eeps trac k of the �lesystem state. A sp ecial �eld in the sup erblo c k is used

b y the k ernel co de to indicate the status of the �le system. When a �lesystem is

moun ted in read/write mo de, its state is set to \Not Clean". When it is unmoun ted

or remoun ted in read-only mo de, its state is reset to \Clean". A t b o ot time, the

�lesystem c hec k er uses this information to decide if a �lesystem m ust b e c hec k ed.

The k ernel co de also records errors in this �eld. When an inconsistency is detected

b y the k ernel co de, the �lesystem is mark ed as \Erroneous". The �lesystem c hec k er

tests this to force the c hec k of the �lesystem regardless of its apparen tly clean state.

Alw a ys skipping �lesystem c hec ks ma y sometimes b e dangerous so Ext2fs pro vides

t w o w a ys to force c hec ks at regular in terv als. A moun t coun ter is main tained in the

sup erblo c k. Eac h time the �lesystem is moun ted in read/write mo de, this coun ter

is incremen ted. When it reac hes a maximal v alue (also recorded in the sup erblo c k),

the �lesystem c hec k er forces the c hec k ev en if the �lesystem is \Clean". A last c hec k

time and a maximal c hec k in terv al are also main tained in the sup erblo c k. These

t w o �elds allo w the administrator to request p erio dical c hec ks. When the maximal

c hec k in terv al has b een reac hed, the c hec k er ignores the �lesystem state and forces a
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�lesystem c hec k.

Ext2fs o�ers to ols to tune the �lesystem b eha vior. The tune2fs program can b e

used to mo dify:

� the error b eha vior. When an inconsistency is detected b y the k ernel co de, the

�lesystem is mark ed as \Erroneous" and one of the three follo wing actions can

b e done: con tin ue normal execution, remoun t the �lesystem in read-only mo de

to a v oid corrupting the �lesystem, mak e the k ernel panic and reb o ot to run the

�lesystem c hec k er.

� the maximal moun t coun t.

� the maximal c hec k in terv al.

� the n um b er of logical blo c ks reserv ed for the sup er user.

Moun t options can also b e used to c hange the k ernel error b eha vior.

An attribute allo ws the users to request secure deletion on �les. When suc h a �le

is deleted, random data is written in the disk blo c ks previously allo cated to the �le.

This prev en ts malicious p eople from gaining access to the previous con ten t of the �le

b y using a disk editor.

Last, new t yp es of �les inspired from the 4.4 BSD �lesystem ha v e recen tly b een

added to Ext2fs. Imm utable �les can only b e read: nob o dy can write or delete

them. This can b e used to protect sensitiv e con�guration �les. App end-only �les can

b e op ened in write mo de but data is alw a ys app ended at the end of the �le. Lik e

imm utable �les, they cannot b e deleted or renamed. This is esp ecially useful for log

�les whic h can only gro w.

A.4.4 Ph ysical Structure

The ph ysical structure of Ext2 �lesystems has b een strongly in
uenced b y the la y out

of the BSD �lesystem [6]. A �lesystem is made up of blo c k groups. Blo c k groups are

analogous to BSD FFS's cylinder groups. Ho w ev er, blo c k groups are not tied to the

ph ysical la y out of the blo c ks on the disk, since mo dern driv es tend to b e optimized

for sequen tial access and hide their ph ysical geometry to the op erating system.

The ph ysical structure of a �lesystem is represen ted on �gure A.4.

Eac h blo c k group con tains a redundan t cop y of crucial �lesystem con trol infor-

mations (sup erblo c k and the �lesystem descriptors) and also con tains a part of the

�lesystem (a blo c k bitmap, an ino de bitmap, a piece of the ino de table, and data

blo c ks). The structure of a blo c k group is represen ted on �gure A.5.
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Bo ot Blo c k Blo c k ... Blo c k

Sector Group 1 Group 2 ... Group N

Figure A.4: Ph ysical structure of an Ext2 �lesystem

Sup er FS desc- Blo c k Ino de Ino de Data Blo c ks

Blo c k riptors Bitmap Bitmap T able

Figure A.5: Structure of a blo c k group

Using blo c k groups is a big win in terms of reliabilit y: since the con trol structures

are replicated in eac h blo c k group, it is easy to reco v er from a �lesystem where the

sup erblo c k has b een corrupted. This structure also helps to get go o d p erformances:

b y reducing the distance b et w een the ino de table and the data blo c ks, it is p ossible

to reduce the disk head seeks during I/O on �les.

In Ext2fs, directories are managed as link ed lists of v ariable length en tries. Eac h

en try con tains the ino de n um b er, the en try length, the �le name and its length.

By using v ariable length en tries, it is p ossible to implem en t long �le names without

w asting disk space in directories. The structure of a directory en try is sho wn on

�gure A.6.

ino de n um b er en try length name length �lename

Figure A.6: Structure of a directory en try

As an example, �gure A.7 represen ts the structure of a directory con taining three

�les: file1 , long file name , and f2 .

A.4.5 P erformance optimizations

The Ext2fs k ernel co de con tains man y p erformance optimizations, whic h tend to

impro v e I/O sp eed when reading and writing �les.

Ext2fs tak es adv an tage of the bu�er cac he managemen t b y p erforming readaheads:

when a blo c k has to b e read, the k ernel co de requests the I/O on sev eral con tiguous

blo c ks. This w a y , it tries to ensure that the next blo c k to read will already b e loaded

in to the bu�er cac he. Readaheads are normally p erformed during sequen tial reads on
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i1 16 05 file1 i2 40 14 long file name i3 12 02 f2

Figure A.7: Example of directory

�les and Ext2fs extends them to directory reads, either explicit reads ( readdir(2 )

calls) or implicit ones ( namei k ernel directory lo okup).

Ext2fs also con tains man y allo cation optimizations. Blo c k groups are used to

cluster together related ino des and data: the k ernel co de alw a ys tries to allo cate data

blo c ks for a �le in the same group as its ino de. This is in tended to reduce the disk

head seeks made when the k ernel reads an ino de and its data blo c ks.

When writing data to a �le, Ext2fs preallo cates up to 8 adjacen t blo c ks when

allo cating a new blo c k. Preallo cation hit rates are around 75% ev en on v ery full

�lesystems. This preallo cation ac hiev es go o d write p erformances under hea vy load.

It also allo ws con tiguous blo c ks to b e allo cated to �les, th us it sp eeds up the future

sequen tial reads.

These t w o allo cation optimizations pro duce a v ery go o d lo calit y of:

� related �les through blo c k groups

� related blo c ks through the 8 bits clustering of blo c k allo cations.

A.5 The Ext2fs library

T o allo w user mo de programs to manipulate the con trol structures of an Ext2 �lesys-

tem, the lib ext2fs library w as dev elop ed. This library pro vides routines whic h can

b e used to examine and mo dify the data of an Ext2 �lesystem, b y accessing the

�lesystem directly through the ph ysical device.

The Ext2fs library w as designed to allo w maximal co de reuse through the use of

soft w are abstraction tec hniques. F or example, sev eral di�eren t iterators are pro vided.

A program can simply pass in a function to ext2fs block interate() , whic h will b e

called for eac h blo c k in an ino de. Another iterator function allo ws an user-pro vided

function to b e called for eac h �le in a directory .

Man y of the Ext2fs utilities ( mke2fs , e2fsck , tune2fs , dumpe2fs , and debugfs )

use the Ext2fs library . This greatly simpli�es the main tainance of these utilities, since

an y c hanges to re
ect new features in the Ext2 �lesystem format need only b e made

in one place | in the Ext2fs library . This co de reuse also results in smaller binaries,

since the Ext2fs library can b e built as a shared library image.
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Because the in terfaces of the Ext2fs library are so abstract and general, new pro-

grams whic h require direct access to the Ext2fs �lesystem can v ery easily b e written.

F or example, the Ext2fs library w as used during the p ort of the 4.4BSD dump and

restore bac kup utilities. V ery few c hanges w ere needed to adapt these to ols to Lin ux:

only a few �lesystem dep enden t functions had to b e replaced b y calls to the Ext2fs

library .

The Ext2fs library pro vides access to sev eral classes of op erations. The �rst class

are the �lesystem-orien ted op erations. A program can op en and close a �lesystem,

read and write the bitmaps, and create a new �lesystem on the disk. F unctions are

also a v ailable to manipulate the �lesystem's bad blo c ks list.

The second class of op erations a�ect directories. A caller of the Ext2fs library can

create and expand directories, as w ell as add and remo v e directory en tries. F unctions

are also pro vided to b oth resolv e a pathname to an ino de n um b er, and to determine

a pathname of an ino de giv en its ino de n um b er.

The �nal class of op erations are orien ted around ino des. It is p ossible to scan the

ino de table, read and write ino des, and scan through all of the blo c ks in an ino de.

Allo cation and deallo cation routines are also a v ailable and allo w user mo de programs

to allo cate and free blo c ks and ino des.

A.6 The Ext2fs to ols

P o w erful managemen t to ols ha v e b een dev elop ed for Ext2fs. These utilities are used

to create, mo dify , and correct an y inconsistencies in Ext2 �lesystems. The mke2fs

program is used to initialize a partition to con tain an empt y Ext2 �lesystem.

The tune2fs program can b e used to mo dify the �lesystem parameters. As ex-

plained in section A.4.3, it can c hange the error b eha vior, the maximal moun t coun t,

the maxim al c hec k in terv al, and the n um b er of logical blo c ks reserv ed for the sup er

user.

The most in teresting to ol is probably the �lesystem c hec k er. E2fsck is in tended

to repair �lesystem inconsistencies after an unclean sh utdo wn of the system. The

original v ersion of e2fsck w as based on Lin us T orv ald's fsc k program for the Minix

�lesystem. Ho w ev er, the curren t v ersion of e2fsck w as rewritten from scratc h, using

the Ext2fs library , and is m uc h faster and can correct more �lesystem inconsistencies

than the original v ersion.

The e2fsck program is designed to run as quic kly as p ossible. Since �lesystem
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c hec k ers tend to b e disk b ound, this w as done b y optimizing the algorithms used b y

e2fsck so that �lesystem structures are not rep eatedly accessed from the disk. In

addition, the order in whic h ino des and directories are c hec k ed are sorted b y blo c k

n um b er to reduce the amoun t of time in disk seeks. Man y of these ideas w ere originally

explored b y [3] although they ha v e since b een further re�ned b y the authors.

In pass 1, e2fsck iterates o v er all of the ino des in the �lesystem and p erforms

c hec ks o v er eac h ino de as an unconnected ob ject in the �lesystem. That is, these

c hec ks do not require an y cross-c hec ks to other �lesystem ob jects. Examples of suc h

c hec ks include making sure the �le mo de is legal, and that all of the blo c ks in the

ino de are v alid blo c k n um b ers. During pass 1, bitmaps indicating whic h blo c ks and

ino des are in use are compiled.

If e2fsck notices data blo c ks whic h are claimed b y more than one ino de, it in v ok es

passes 1B through 1D to resolv e these con
icts, either b y cloning the shared blo c ks

so that eac h ino de has its o wn cop y of the shared blo c k, or b y deallo cating one or

more of the ino des.

P ass 1 tak es the longest time to execute, since all of the ino des ha v e to b e read

in to memory and c hec k ed. T o reduce the I/O time necessary in future passes, critical

�lesystem information is cac hed in memory . The most imp ortan t example of this

tec hnique is the lo cation on disk of all of the directory blo c ks on the �lesystem. This

ob viates the need to re-read the directory ino des structures during pass 2 to obtain

this information.

P ass 2 c hec ks directories as unconnected ob jects. Since directory en tries do not

span disk blo c ks, eac h directory blo c k can b e c hec k ed individually without reference

to other directory blo c ks. This allo ws e2fsck to sort all of the directory blo c ks b y

blo c k n um b er, and c hec k directory blo c ks in ascending order, th us decreasing disk

seek time. The directory blo c ks are c hec k ed to mak e sure that the directory en tries

are v alid, and con tain references to ino de n um b ers whic h are in use (as determined

b y pass 1).

F or the �rst directory blo c k in eac h directory ino de, the `.' and `..' en tries are

c hec k ed to mak e sure they exist, and that the ino de n um b er for the `.' en try matc hes

the curren t directory . (The ino de n um b er for the `..' en try is not c hec k ed un til pass

3.)

P ass 2 also cac hes information concerning the paren t directory in whic h eac h di-

rectory is link ed. (If a directory is referenced b y more than one directory , the second

reference of the directory is treated as an illegal hard link, and it is remo v ed).

It is notew orth y to note that at the end of pass 2, nearly all of the disk I/O whic h
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e2fsck needs to p erform is complete. Information required b y passes 3, 4 and 5 are

cac hed in memory; hence, the remaining passes of e2fsck are largely CPU b ound,

and tak e less than 5-10% of the total running time of e2fsck .

In pass 3, the directory connectivit y is c hec k ed. E2fsck traces the path of eac h

directory bac k to the ro ot, using information that w as cac hed during pass 2. A t this

time, the `..' en try for eac h directory is also c hec k ed to mak e sure it is v alid. An y

directories whic h can not b e traced bac k to the ro ot are link ed to the /lost+foun d

directory .

In pass 4, e2fsck c hec ks the reference coun ts for all ino des, b y iterating o v er all the

ino des and comparing the link coun ts (whic h w ere cac hed in pass 1) against in ternal

coun ters computed during passes 2 and 3. An y undeleted �les with a zero link coun t

is also link ed to the /lost+foun d directory during this pass.

Finally , in pass 5, e2fsck c hec ks the v alidit y of the �lesystem summary informa-

tion. It compares the blo c k and ino de bitmaps whic h w ere constructed during the

previous passes against the actual bitmaps on the �lesystem, and corrects the on-disk

copies if necessary .

The �lesystem debugger is another useful to ol. Debugfs is a p o w erful program

whic h can b e used to examine and c hange the state of a �lesystem. Basically , it

pro vides an in teractiv e in terface to the Ext2fs library: commands t yp ed b y the user

are translated in to calls to the library routines.

Debugfs can b e used to examine the in ternal structures of a �lesystem, man ually

repair a corrupted �lesystem, or create test cases for e2fsck . Unfortunately , this

program can b e dangerous if it is used b y p eople who do not kno w what they are

doing; it is v ery easy to destro y a �lesystem with this to ol. F or this reason, debugfs

op ens �lesytems for read-only access b y default. The user m ust explicitly sp ecify the

-w 
ag in order to use debugfs to op en a �lesystem for read/wite access.

A.7 P erformance Measuremen ts

A.7.1 Description of the b enc hmarks

W e ha v e run b enc hmarks to measure �lesystem p erformances. Benc hmarks ha v e b een

made on a middle-end PC, based on a i486D X2 pro cessor, using 16 MB of memory

and t w o 420 MB IDE disks. The tests w ere run on Ext2 fs and Xia fs (Lin ux 1.1.62)

and on the BSD F ast �lesystem in async hronous and sync hronous mo de (F reeBSD

2.0 Alpha | based on the 4.4BSD Lite distribution).
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W e ha v e run t w o di�eren t b enc hmarks. The Bonnie b enc hmark tests I/O sp eed on

a big �le | the �le size w as set to 60 MB during the tests. It writes data to the �le

using c haracter based I/O, rewrites the con ten ts of the whole �le, writes data using

blo c k based I/O, reads the �le using c haracter I/O and blo c k I/O, and seeks in to the

�le. The Andrew Benc hmark w as dev elop ed at Carneggie Mellon Univ ersit y and has

b een used at the Univ ersit y of Berk eley to b enc hmark BSD FFS and LFS. It runs

in �v e phases: it creates a directory hierarc h y , mak es a cop y of the data, recursiv ely

examine the status of ev ery �le, examine ev ery b yte of ev ery �le, and compile sev eral

of the �les.

A.7.2 Results of the Bonnie b enc hmark

The results of the Bonnie b enc hmark are presen ted in table A.2.

T able A.2: Results of the Bonnie b enc hmark

Char Blo c k Rewrite Char Blo c k

W rite W rite Read Read

(KB/s) (KB/s) (KB/s) (KB/s) (KB/s)

BSD Async 710 684 401 721 888

BSD Sync 699 677 400 710 878

Ext2 fs 452 1237 536 397 1033

Xia fs 440 704 380 366 895

The results are v ery go o d in blo c k orien ted I/O: Ext2 fs outp erforms other �lesys-

tems. This is clearly a b ene�t of the optimizations included in the allo cation routines.

W rites are fast b ecause data is written in cluster mo de. Reads are fast b ecause con-

tiguous blo c ks ha v e b een allo cated to the �le. Th us there is no head seek b et w een

t w o reads and the readahead optimizations can b e fully used.

On the other hand, p erformance is b etter in the F reeBSD op erating system in

c haracter orien ted I/O. This is probably due to the fact that F reeBSD and Lin ux do

not use the same stdio routines in their resp ectiv e C libraries. It seems that F reeBSD

has a more optimized c haracter I/O library and its p erformance is b etter.

A.7.3 Results of the Andrew b enc hmark

The results of the Andrew b enc hmark are presen ted in table A.3.
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T able A.3: Results of the Andrew b enc hmark

P1 P2 P3 P4 P5

Create Cop y Stat Grep Compile

(ms) (ms) (ms) (ms) (ms)

BSD Async 2203 7391 6319 17466 75314

BSD Sync 2330 7732 6317 17499 75681

Ext2 fs 790 4791 7235 11685 63210

Xia fs 934 5402 8400 12912 66997

The results of the t w o �rst passes sho w that Lin ux b ene�ts from its async hronous

metadata I/O. In passes 1 and 2, directories and �les are created and BSD syn-

c hronously writes ino des and directory en tries. There is an anomaly , though: ev en

in async hronous mo de, the p erformance under BSD is p o or. W e susp ect that the

async hronous supp ort under F reeBSD is not fully implem en te d.

In pass 3, the Lin ux and BSD times are v ery similar. This is a big progress against

the same b enc hmark run six mon ths ago. While BSD used to outp erform Lin ux b y

a factor of 3 in this test, the addition of a �le name cac he in the VFS has �xed this

p erformance problem.

In passes 4 and 5, Lin ux is faster than F reeBSD mainly b ecause it uses an uni�ed

bu�er cac he managemen t. The bu�er cac he space can gro w when needed and use more

memory than the one in F reeBSD, whic h uses a �xed size bu�er cac he. Comparison

of the Ext2fs and Xiafs results sho ws that the optimizations included in Ext2fs are

really useful: the p erformance gain b et w een Ext2fs and Xiafs is around 5{10 %.

A.8 Conclusion

The Second Extended File System is probably the most widely used �lesystem in the

Lin ux comm unit y . It pro vides standard Unix �le seman tics and adv anced features.

Moreo v er, thanks to the optimizations included in the k ernel co de, it is robust and

o�ers excellen t p erformance.

Since Ext2fs has b een designed with ev olution in mind, it con tains ho oks that can

b e used to add new features. Some p eople are w orking on extensions to the curren t

�lesystem: access con trol lists conforming to the P osix seman tics [7], undelete, and

on the 
y �le compression.
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Ext2fs w as �rst dev elop ed and in tegrated in the Lin ux k ernel and is no w activ ely

b eing p orted to other op erating systems. An Ext2fs serv er running on top of the GNU

Hurd has b een implem en te d. P eople are also w orking on an Ext2fs p ort in the LITES

serv er, running on top of the Mac h microk ernel [1], and in the VST a op erating system.

Last, but not least, Ext2fs is an imp ortan t part of the Masix op erating system [4],

curren tly under dev elopmen t b y one of the authors.

Ac kno wledgmen ts

The Ext2fs k ernel co de and to ols ha v e b een written mostly b y the authors of this

pap er. Some other p eople ha v e also con tributed to the dev elopmen t of Ext2fs either b y

suggesting new features or b y sending patc hes. W e w an t to thank these con tributors

for their help.
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App endix B

Measuring Holes

This app endix con tains the in teresting part of the program used to measure the

p oten tial for holes in a �lesystem. The source distribution of the b o ok con tains the

full source co de ( sag/measur e-h ole s/ mea sur e-h ol es. c ).

int process(FI LE *f, char *filename ) {

static char *buf = NULL;

static long prev_block _s ize = -1;

long zeroes;

char *p;

if (buf == NULL || prev_block _si ze != block_size ) {

free(buf) ;

buf = xmalloc(bl ock _s ize + 1);

buf[block _s ize ] = 1;

prev_bloc k_ siz e = block_siz e;

}

zeroes = 0;

while (fread(buf, block_siz e, 1, f) == 1) {

for (p = buf; *p == '\0'; )

++p;

if (p == buf+block_ si ze)

zeroes += block_siz e;

}

if (zeroes > 0)

printf("% ld %s\n", zeroes, filename);

if (ferror( f)) {

errormsg( 0, -1, "read failed for `%s'", filename);

return -1;

}

return 0;

}
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App endix C

The Lin ux Device List

This is the device list, main tained b y H. P eter An vin ( Peter.Anvi n@l in ux. org ), at

ftp://ftp. ygg dr asi l.c om/ pu b/d evi ce- li st/ dev ic es. tex . The rest of this text

is b y P eter.

C.1 In tro duction

This list is the successor to Ric k Miller's Lin ux Device List, whic h he stopp ed main-

taining when he lost net w ork access in 1993. It is a registry of allo cated ma jor device

n um b ers, as w ell as the recommended /dev directory no des for these devices.

This list is a v ailable via FTP from ftp.yggdrasil.com in the directory /pub/device -li st ;

�lename is devices. for mat where format is txt (ASCI I), tex (L

A

T

E

X), dvi (D VI) or

ps (P ostScript). In cases of discrepancy , the L

A

T

E

X v ersion has priorit y .

This do cumen t is included b y reference in to the Lin ux Filesystem Standard (FSSTND).

The FSSTND is a v ailable via FTP from tsx-11.mit.edu in the directory

/pub/linux /do cs /li nux -st an dar ds/ fss tn d .

T o ha v e a ma jor n um b er allo cated, or a minor n um b er in situations where that

applies (e.g. busmice), please con tact me. Also, if y ou ha v e additional information

regarding an y of the devices listed b elo w, I w ould lik e to kno w.

Allo cations mark ed (68k) apply to Lin ux/68k only .
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C.2 Ma jor n um b ers

0 Unnamed devices (NFS moun ts, lo opbac k devices)

1 c har Memory devices

blo c k RAM disk

2 c har Reserv ed for PTY's < t ytso@athena.mit. edu >

blo c k Flopp y disks

3 c har Reserv ed for PTY's < t ytso@athena.mit. edu >

blo c k First MFM, RLL and IDE hard disk/CD-R OM in terface

4 c har TTY devices

5 c har Alternate TTY devices

6 c har P arallel prin ter devices

7 c har Virtual console access devices

8 blo c k SCSI disk devices

9 c har SCSI tap e devices

blo c k Multiple disk devices

10 c har Non-serial mice, misc features

11 blo c k SCSI CD-R OM devices

12 c har QIC-02 tap e

blo c k MSCDEX CD-R OM callbac k supp ort

13 c har PC sp eak er

blo c k 8-bit MFM/RLL/IDE con troller

14 c har Sound card

blo c k BIOS harddriv e callbac k supp ort

15 c har Jo ystic k

blo c k Son y CDU-31A/CDU-33A CD-R OM

16 c har Reserv ed for scanners

blo c k GoldStar CD-R OM

17 c har Chase serial card (Under dev elopmen t)

blo c k Optics Storage CD-R OM (Under dev elopmen t)

18 c har Chase serial card { alternate devices

blo c k San y o CD-R OM (Under dev elopmen t)

19 c har Cyclades serial card

blo c k Double compressed disk

20 c har Cyclades serial card { alternate devices

blo c k Hitac hi CD-R OM (Under dev elopmen t)

21 c har Generic SCSI access

22 c har Digib oard serial card
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blo c k Second MFM, RLL and IDE hard disk/CD-R OM in terface

23 c har Digib oard serial card { alternate devices

blo c k Mitsumi proprietary CD-R OM

24 c har Stallion serial card

blo c k Son y CDU-535 CD-R OM

25 c har Stallion serial card { alternate devices

blo c k First Matsushita (P anasonic/SoundBlaster) CD-R OM

26 blo c k Second Matsushita (P anasonic/SoundBlaster) CD-R OM

27 c har QIC-117 tap e

blo c k Third Matsushita (P anasonic/SoundBlaster) CD-R OM

28 c har Stallion serial card { card programming

blo c k F ourth Matsushita (P anasonic/SoundBlaster) CD-R OM

blo c k A CSI disk (68k)

29 c har Univ ersal frame bu�er

blo c k Aztec h/Orc hid/Ok ano/W earnes CD-R OM

30 c har iBCS-2

blo c k Philips LMS-205 CD-R OM

31 c har MPU-401 MIDI

blo c k R OM/
ash memory card

32 blo c k Philips LMS-206 CD-R OM

33 blo c k Mo dular RAM disk

34{223 Unallo cated

224{254 Lo cal use

255 Reserv ed

C.3 Minor n um b ers

0 Unnamed devices (NFS moun ts, lo opbac k devices)

0 reserv ed as n ull device n um b er

1 c har Memory devices

1 /dev/mem Ph ysical memory access

2 /dev/kmem Kernel virtual memory access

3 /dev/null Null device

4 /dev/port I/O p ort access
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5 /dev/zero Null b yte source

6 /dev/core OBSOLETE { should b e a link to /proc/kco re

7 /dev/full Returns ENOSPC on write

blo c k RAM disk

1 /dev/ramdis k RAM disk

2 c har Reserv ed for PTY's < t ytso@athena.mit. edu >

blo c k Flopp y disks

0 /dev/fd0 Con troller 1, driv e 1 auto detect

1 /dev/fd1 Con troller 1, driv e 2 auto detect

2 /dev/fd2 Con troller 1, driv e 3 auto detect

3 /dev/fd3 Con troller 1, driv e 4 auto detect

128 /dev/fd4 Con troller 2, driv e 1 auto detect

129 /dev/fd5 Con troller 2, driv e 2 auto detect

130 /dev/fd6 Con troller 2, driv e 3 auto detect

131 /dev/fd7 Con troller 2, driv e 4 auto detect

T o sp ecify format, add to the auto detect device n um b er

0 /dev/fd? Auto detect format

4 /dev/fd?d36 0 5.25" 360 K in a 360 K driv e

1

20 /dev/fd?h36 0 5.25" 360 K in a 1200K driv e

1

48 /dev/fd?h41 0 5.25" 410 K in a 1200K driv e

64 /dev/fd?h42 0 5.25" 420 K in a 1200K driv e

24 /dev/fd?h72 0 5.25" 720 K in a 1200K driv e

80 /dev/fd?h88 0 5.25" 880 K in a 1200K driv e

1

8 /dev/fd?h12 00 5.25" 1200K in a 1200K driv e

1

40 /dev/fd?h14 40 5.25" 1440K in a 1200K driv e

1

56 /dev/fd?h14 76 5.25" 1476K in a 1200K driv e

72 /dev/fd?h14 94 5.25" 1494K in a 1200K driv e

92 /dev/fd?h16 00 5.25" 1600K in a 1200K driv e

1

12 /dev/fd?u36 0 3.5" 360 K Double Densit y

16 /dev/fd?u72 0 3.5" 720 K Double Densit y

1

120 /dev/fd?u80 0 3.5" 800 K Double Densit y

2

52 /dev/fd?u82 0 3.5" 820 K Double Densit y

68 /dev/fd?u83 0 3.5" 830 K Double Densit y
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84 /dev/fd?u10 40 3.5" 1040K Double Densit y

1

88 /dev/fd?u11 20 3.5" 1120K Double Densit y

1

28 /dev/fd?u14 40 3.5" 1440K High Densit y

1

124 /dev/fd?u16 00 3.5" 1600K High Densit y

1

44 /dev/fd?u16 80 3.5" 1680K High Densit y

3

60 /dev/fd?u17 22 3.5" 1722K High Densit y

76 /dev/fd?u17 43 3.5" 1743K High Densit y

96 /dev/fd?u17 60 3.5" 1760K High Densit y

116 /dev/fd?u18 40 3.5" 1840K High Densit y

3

100 /dev/fd?u19 20 3.5" 1920K High Densit y

1

32 /dev/fd?u28 80 3.5" 2880K Extra Densit y

1

104 /dev/fd?u32 00 3.5" 3200K Extra Densit y

108 /dev/fd?u35 20 3.5" 3520K Extra Densit y

112 /dev/fd?u38 40 3.5" 3840K Extra Densit y

1

36 /dev/fd?Com paQ Compaq 2880K driv e; probably obsolete

1

Auto detectable format

2

Auto detectable format in a Double Densit y (720K) driv e only

3

Auto detectable format in a High Densit y (1440K) driv e only

NOTE: The letter in the device name ( d , q , h or u ) signi�es the t yp e of driv e

supp orted: 5.25" Double Densit y ( d ), 5.25" Quad Densit y ( q ), 5.25" High Densit y

( h ) or 3.5" (an y t yp e, u ). The capital letters D , H , or E for the 3.5" mo dels ha v e b een

deprecated, since the driv e t yp e is insigni�can t for these devices.

3 c har Reserv ed for PTY's < t ytso@athena.mit. edu >

blo c k First MFM, RLL and IDE hard disk/CD-R OM in terface

0 /dev/hda Master: whole disk (or CD-R OM)

64 /dev/hdb Sla v e: whole disk (or CD-R OM)

F or partitions, add to the whole disk device n um b er

0 /dev/hd? Whole disk

1 /dev/hd?1 First primary partition

2 /dev/hd?2 Second primary partition

3 /dev/hd?3 Third primary partition

4 /dev/hd?4 F ourth primary partition
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5 /dev/hd?5 First logical partition

6 /dev/hd?6 Second logical partition

7 /dev/hd?7 Third logical partition

: : :

63 /dev/hd?63 59th logical partition

4 c har TTY devices

0 /dev/consol e Console device

1 /dev/tty1 First virtual console

: : :

63 /dev/tty63 63rd virtual console

64 /dev/ttyS0 First serial p ort

: : :

127 /dev/ttyS63 64th serial p ort

128 /dev/ptyp0 First pseudo-tt y master

: : :

191 /dev/ptysf 64th pseudo-tt y master

192 /dev/ttyp0 First pseudo-tt y sla v e

: : :

255 /dev/ttysf 64th pseudo-tt y sla v e

Pseudo-tt y's are named as follo ws:

� Masters are pty , sla v es are tty ;

� the fourth letter is one of pqrs indicating the 1st, 2nd, 3rd, 4th series of 16

pseudo-tt ys eac h, and

� the �fth letter is one of 0123456789a bc def indicating the p osition within the

series.

5 c har Alternate TTY devices

0 /dev/tty Curren t TTY device

64 /dev/cua0 Callout device corresp onding to ttyS0

: : :

127 /dev/cua63 Callout device corresp onding to ttyS63
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6 c har P arallel prin ter devices

0 /dev/lp0 First parallel prin ter ( 0x3bc )

1 /dev/lp1 Second parallel prin ter ( 0x378 )

2 /dev/lp2 Third parallel prin ter ( 0x278 )

Not all computers ha v e the 0x3bc parallel p ort, hence the "�rst" prin ter ma y b e

either /dev/lp0 or /dev/lp1 .

7 c har Virtual console access devices

0 /dev/vcs Curren t v c text access

1 /dev/vcs1 tt y1 text access

: : :

63 /dev/vcs63 tt y63 text access

128 /dev/vcsa Curren t v c text/attribute access

129 /dev/vcsa1 tt y1 text/attribute access

: : :

191 /dev/vcsa63 tt y63 text/attribute access

NOTE: These devices p ermit b oth read and write access.

8 blo c k SCSI disk devices

0 /dev/sda First SCSI disk whole disk

16 /dev/sdb Second SCSI disk whole disk

32 /dev/sdc Third SCSI disk whole disk

: : :

240 /dev/sdp Sixteen th SCSI disk whole disk

P artitions are handled in the same w a y as for IDE disks (see ma jor n um b er 3) except

that the limit on logical partitions is 11 rather than 59 p er disk.

9 c har SCSI tap e devices

0 /dev/st0 First SCSI tap e

1 /dev/st1 Second SCSI tap e

: : :

128 /dev/nst0 First SCSI tap e, no rewind-on-close

129 /dev/nst1 Second SCSI tap e, no rewind-on-close
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: : :

blo c k Multiple disk devices

0 /dev/md0 First device group

1 /dev/md1 Second device group

: : :

The m ultiple device driv er is used to span a �lesystem across m ultiple ph ysical disks.

10 c har Non-serial mice, misc features

0 /dev/logibm Logitec h bus mouse

1 /dev/psaux PS/2-st yle mouse p ort

2 /dev/inport bm Microsoft Inp ort bus mouse

3 /dev/atibm A TI XL bus mouse

4 /dev/jbm J-mouse

4 /dev/amigam ous e Amiga Mouse (68k)

5 /dev/atarim ous e A tari Mouse (68k)

128 /dev/beep F ancy b eep device

129 /dev/modreq Kernel mo dule load request

11 blo c k SCSI CD-R OM devices

0 /dev/sr0 First SCSI CD-R OM

1 /dev/sr1 Second SCSI CD-R OM

: : :

The pre�x /dev/scd instead of /dev/sr has b een used as w ell, and migh t mak e more

sense.

12 c har QIC-02 tap e

2 /dev/ntpqic 11 QIC-11, no rewind-on-close

3 /dev/tpqic1 1 QIC-11, rewind-on-close

4 /dev/ntpqic 24 QIC-24, no rewind-on-close

5 /dev/tpqic2 4 QIC-24, rewind-on-close

6 /dev/ntpqic 120 QIC-120, no rewind-on-close

7 /dev/tpqic1 20 QIC-120, rewind-on-close

8 /dev/ntpqic 150 QIC-150, no rewind-on-close
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9 /dev/tpqic1 50 QIC-150, rewind-on-close

The device names sp eci�ed are prop osed { if there are \standard" names for these

devices, please let me kno w.

blo c k MSCDEX CD-R OM callbac k supp ort

0 /dev/dos cd0 First MSCDEX CD-R OM

1 /dev/dos cd1 Second MSCDEX CD-R OM

: : :

13 c har PC sp eak er

0 /dev/pcmixe r Em ulates /dev/mixer

3 /dev/pcsp Em ulates /dev/dsp (8-bit)

4 /dev/pcaudi o Em ulates /dev/audio

5 /dev/pcsp16 Em ulates /dev/dsp (16-bit)

blo c k 8-bit MFM/RLL/IDE con troller

0 /dev/xda First XT disk whole disk

64 /dev/xdb Second XT disk whole disk

P artitions are handled in the same w a y as IDE disks (see ma jor n um b er 3).

14 c har Sound card

0 /dev/mixer Mixer con trol

1 /dev/sequen cer Audio sequencer

2 /dev/midi00 First MIDI p ort

3 /dev/dsp Digital audio

4 /dev/audio Sun-compatible digital audio

6 /dev/sndsta t Sound card status information

8 /dev/sequen cer 2 Sequencer { alternate device

16 /dev/mixer1 Second soundcard mixer con trol

17 /dev/patmgr 0 Sequencer patc h manager

18 /dev/midi01 Second MIDI p ort

19 /dev/dsp1 Second soundcard digital audio

20 /dev/audio1 Second soundcard Sun digital audio

33 /dev/patmgr 1 Sequencer patc h manager
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34 /dev/midi02 Third MIDI p ort

50 /dev/midi03 F ourth MIDI p ort

blo c k BIOS harddriv e callbac k supp ort

0 /dev/dos hda First BIOS harddriv e whole disk

64 /dev/dos hdb Second BIOS harddriv e whole disk

128 /dev/dos hdc Third BIOS harddriv e whole disk

192 /dev/dos hdd F ourth BIOS harddriv e whole disk

P artitions are handled in the same w a y as IDE disks (see ma jor n um b er 3).

15 c har Jo ystic k

0 /dev/js0 First jo ystic k

1 /dev/js1 Second jo ystic k

blo c k Son y CDU-31A/CDU-33A CD-R OM

0 /dev/sonycd Son y CDU-31A CD-R OM

16 c har Reserv ed for scanners

blo c k GoldStar CD-R OM

0 /dev/gscd GoldStar CD-R OM

17 c har Chase serial card (Under dev elopmen t)

0 /dev/ttyH0 First Chase p ort

1 /dev/ttyH1 Second Chase p ort

: : :

blo c k Optics Storage CD-R OM (Under dev elopmen t)

0 /dev/optcd Optics Storage CD-R OM

18 c har Chase serial card { alternate devices

0 /dev/cuh0 Callout device corresp onding to ttyH0

1 /dev/cuh1 Callout device corresp onding to ttyH1

: : :
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blo c k San y o CD-R OM (Under dev elopmen t)

0 ? San y o CD-R OM

19 c har Cyclades serial card

32 /dev/ttyC0 First Cyclades p ort

: : :

63 /dev/ttyC31 32nd Cyclades p ort

It w ould mak e more sense for these to start at 0...

blo c k \Double" compressed disk

0 /dev/double 0 First compressed disk

: : :

7 /dev/double 7 Eigh th compressed disk

128 /dev/cdoubl e0 Mirror of �rst compressed disk

: : :

135 /dev/cdoubl e7 Mirror of eigh th compressed disk

See the Double do cumen tation for an explanation of the \mirror" devices.

20 c har Cyclades serial card { alternate devices

32 /dev/cub0 Callout device corresp onding to ttyC0

: : :

63 /dev/cub31 Callout device corresp onding to ttyC31

blo c k Hitac hi CD-R OM (Under dev elopmen t)

0 /dev/hitcd Hitac hi CD-R OM

21 c har Generic SCSI access

0 /dev/sg0 First generic SCSI device

1 /dev/sg1 Second generic SCSI device

: : :

22 c har Digib oard serial card
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0 /dev/ttyD0 First Digib oard p ort

1 /dev/ttyD1 Second Digib oard p ort

: : :

blo c k Second MFM, RLL and IDE hard disk/CD-R OM in terface

0 /dev/hdc Master: whole disk (or CD-R OM)

64 /dev/hdd Sla v e: whole disk (or CD-R OM)

P artitions are handled the same w a y as for the �rst in terface (see ma jor n um b er 3).

23 c har Digib oard serial card { alternate devices

0 /dev/cud0 Callout device corresp onding to ttyD0

1 /dev/cud1 Callout device corresp onding to ttyD1

: : :

blo c k Mitsumi proprietary CD-R OM

0 /dev/mcd Mitsumi CD-R OM

24 c har Stallion serial card

0 /dev/ttyE0 Stallion p ort 0 b oard 0

1 /dev/ttyE1 Stallion p ort 1 b oard 0

: : :

64 /dev/ttyE64 Stallion p ort 0 b oard 1

65 /dev/ttyE65 Stallion p ort 1 b oard 1

: : :

128 /dev/ttyE12 8 Stallion p ort 0 b oard 2

129 /dev/ttyE12 9 Stallion p ort 1 b oard 2

: : :

192 /dev/ttyE19 2 Stallion p ort 0 b oard 3

193 /dev/ttyE19 3 Stallion p ort 1 b oard 3

: : :

blo c k Son y CDU-535 CD-R OM

0 /dev/cdu535 Son y CDU-535 CD-R OM

25 c har Stallion serial card { alternate devices

0 /dev/cue0 Callout device corresp onding to ttyE0

1 /dev/cue1 Callout device corresp onding to ttyE1
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: : :

64 /dev/cue64 Callout device corresp onding to ttyE64

65 /dev/cue65 Callout device corresp onding to ttyE65

: : :

128 /dev/cue128 Callout device corresp onding to ttyE128

129 /dev/cue129 Callout device corresp onding to ttyE129

: : :

192 /dev/cue192 Callout device corresp onding to ttyE192

193 /dev/cue193 Callout device corresp onding to ttyE193

: : :

blo c k First Matsushita (P anasonic/SoundBlaster) CD-R OM

0 /dev/sbpcd0 P anasonic CD-R OM con troller 0 unit 0

1 /dev/sbpcd1 P anasonic CD-R OM con troller 0 unit 1

2 /dev/sbpcd2 P anasonic CD-R OM con troller 0 unit 2

3 /dev/sbpcd3 P anasonic CD-R OM con troller 0 unit 3

26 c har F rame grabb ers

0 /dev/wvisfg rab Quan ta WinVision frame grabb er

blo c k Second Matsushita (P anasonic/SoundBlaster) CD-R OM

0 /dev/sbpcd4 P anasonic CD-R OM con troller 1 unit 0

1 /dev/sbpcd5 P anasonic CD-R OM con troller 1 unit 1

2 /dev/sbpcd6 P anasonic CD-R OM con troller 1 unit 2

3 /dev/sbpcd7 P anasonic CD-R OM con troller 1 unit 3

27 c har QIC-117 tap e

0 /dev/rft0 Unit 0, rewind-on-close

1 /dev/rft1 Unit 1, rewind-on-close

2 /dev/rft2 Unit 2, rewind-on-close

3 /dev/rft3 Unit 3, rewind-on-close

4 /dev/nrft0 Unit 0, no rewind-on-close

5 /dev/nrft1 Unit 1, no rewind-on-close

6 /dev/nrft2 Unit 2, no rewind-on-close

7 /dev/nrft3 Unit 3, no rewind-on-close
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blo c k Third Matsushita (P anasonic/SoundBlaster) CD-R OM

0 /dev/sbpcd8 P anasonic CD-R OM con troller 2 unit 0

1 /dev/sbpcd9 P anasonic CD-R OM con troller 2 unit 1

2 /dev/sbpcd1 0 P anasonic CD-R OM con troller 2 unit 2

3 /dev/sbpcd1 1 P anasonic CD-R OM con troller 2 unit 3

28 c har Stallion serial card { card programming

0 /dev/stalio mem 0 First Stallion I/O card memory

1 /dev/stalio mem 1 Second Stallion I/O card memory

2 /dev/stalio mem 2 Third Stallion I/O card memory

3 /dev/stalio mem 3 F ourth Stallion I/O card memory

blo c k F ourth Matsushita (P anasonic/SoundBlaster) CD-R OM

0 /dev/sbpcd1 2 P anasonic CD-R OM con troller 3 unit 0

1 /dev/sbpcd1 3 P anasonic CD-R OM con troller 3 unit 1

2 /dev/sbpcd1 4 P anasonic CD-R OM con troller 3 unit 2

3 /dev/sbpcd1 5 P anasonic CD-R OM con troller 3 unit 3

blo c k A CSI disk (68k)

0 /dev/ada First A CSI disk whole disk

16 /dev/adb Second A CSI disk whole disk

32 /dev/adc Third A CSI disk whole disk

: : :

240 /dev/adp Sixteen th A CSI disk whole disk

P artitions are handled in the same w a y as for IDE disks (see ma jor n um b er 3) except

that the limit on logical partitions is 11 rather than 59 p er disk.

29 c har Univ ersal frame bu�er

0 /dev/fb0cur ren t First frame bu�er

1 /dev/fb0aut ode te ct

: : :

16 /dev/fb1cur ren t Second frame bu�er

17 /dev/fb1aut ode te ct

: : :
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The univ ersal frame bu�er device is curren tly supp orted only on Lin ux/68k. The

current device accesses the frame bu�er at curren t resolution; the autodetec t one at

b o otup (default) resolution. Minor n um b ers 2{15 within eac h frame bu�er assignmen t

are used for sp eci�c device-dep enden t resolutions. There app ears to b e no standard

naming for these devices.

blo c k Aztec h/Orc hid/Ok ano/W earnes CD-R OM

0 /dev/aztcd Aztec h CD-R OM

30 c har iBCS-2 compatibilit y devices

0 /dev/socksy s So c k et access

1 /dev/spx SVR3 lo cal X in terface

2 /dev/inet/a rp Net w ork access

2 /dev/inet/i cmp Net w ork access

2 /dev/inet/i p Net w ork access

2 /dev/inet/u dp Net w ork access

2 /dev/inet/t cp Net w ork access

iBCS-2 requires /dev/nfsd to b e a link to /dev/socksy s and /dev/X0R to b e a link

to /dev/null .

blo c k Philips LMS CM-205 CD-R OM

0 /dev/cm205c d Philips LMS CM-205 CD-R OM

/dev/lmscd is an older name for this driv e. This driv er do es not w ork with the

CM-205MS CD-R OM.

31 c har MPU-401 MIDI

0 /dev/mpu401 dat a MPU-401 data p ort

1 /dev/mpu401 sta t MPU-401 status p ort

blo c k R OM/
ash memory card

0 /dev/rom0 First R OM card (rw)

: : :

7 /dev/rom7 Eigh th R OM card (rw)

8 /dev/rrom0 First R OM card (ro)
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: : :

15 /dev/rrom0 Eigh th R OM card (ro)

16 /dev/flash0 First 
ash memory card (rw)

: : :

23 /dev/flash7 Eigh th 
ash memory card (rw)

24 /dev/rflash 0 First 
ash memory card (ro)

: : :

31 /dev/rflash 7 Eigh th 
ash memory card (ro)

The read-write (rw) devices supp ort bac k-cac hing written data in RAM, as w ell as

writing to 
ash RAM devices. The read-only devices (ro) supp ort reading only .

32 blo c k Philips LMS CM-206 CD-R OM

0 /dev/cm206c d Philips LMS CM-206 CD-R OM

33 blo c k Mo dular RAM disk

0 /dev/ram0 First mo dular RAM disk

1 /dev/ram1 Second mo dular RAM disk

: : :

255 /dev/ram255 256th mo dular RAM disk

34{223 Unallo cated

224{254 Lo cal/exp erim en tal use

F or devices not assigned o�cial n um b ers, this range should b e used, in order to a v oid

con
ict with future assignmen ts. Please note that MAX CHRDEV and MAX BLKDEV in

linux/incl ude /l inu x/m ajo r. h m ust b e set to a v alue greater than the highest used

ma jor n um b er. F or a k ernel using lo cal/exp erimen tal devices, it is probably easiest

to set b oth of these equal to 256. The memory cost ab o v e using the default v alue of

64 is 3K.

255 Reserv ed
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C.4 Additional /dev directory en tries

This section details additional en tries that should or ma y exist in the /dev directory .

It is preferred that sym b olic links use the same form (absolute or relativ e) as is

indicated here. Links are classi�ed as har d or symb olic dep ending on the preferred

t yp e of link; if p ossible, the indicated t yp e of link should b e used.

C.4.1 Compulsory links

These links should exist on all systems:

/dev/fd /proc/self/ fd sym b olic File descriptors

/dev/stdin fd/0 sym b olic Standard input �le descriptor

/dev/stdou t fd/1 sym b olic Standard output �le descriptor

/dev/stder r fd/2 sym b olic Standard error �le descriptor

C.4.2 Recomm ended links

It is recommende d that these links exist on all systems:

/dev/X0R null sym b olic Used b y iBCS-2

/dev/nfsd socksys sym b olic Used b y iBCS-2

/dev/core /proc/kcore sym b olic Bac kw ard compatibilit y

/dev/scd? sr? hard Alternate name for CD-R OMs

C.4.3 Lo cally de�ned links

The follo wing links ma y b e established lo cally to conform to the con�guration of the

system. This is merely a tabulation of existing practice, and do es not constitute a

recommendation. Ho w ev er, if they exist, they should ha v e the follo wing uses.

/dev/mouse mouse p ort sym b olic Curren t mouse device

/dev/tape tap e devic e sym b olic Curren t tap e device

/dev/cdrom CD-R OM devic e sym b olic Curren t CD-R OM device

/dev/modem mo dem p ort sym b olic Curren t dialout device

/dev/root r o ot devic e sym b olic Curren t ro ot �lesystem



116 Appendix C. The Linux Device List

/dev/swap swap devic e sym b olic Curren t sw ap device

/dev/modem should not b e used for a mo dem whic h supp orts dialin as w ell as dialout,

as it tends to cause lo c k �le problems. If it exists, /dev/modem should p oin t to the

appropriate dialout (alternate) device.

C.4.4 So c k ets and pip es

Non-transien t so c k ets or named pip es ma y exist in /dev . Common en tries are:

/dev/print er so c k et lpd lo cal so c k et

/dev/log so c k et syslog lo cal so c k et
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